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(54) HIERARCHICAL NETWORK MANAGEMENT SYSTEM 

(57)Abstract: 

PURPOSE: To hierarchically manage a large scale 
communication network by periodically collecting and 
reporting management objects through an agent 
belonging to a management range of its own system. 
CONSTITUTION: Management objects are managed by 
using a simple network management protocol(SNMP) 
and an internet control message protocol(ICMP) based 
upon internet activities board(IAB) management 
reference between a sub-manager 10 connected to a 
local area network(LAN) and agents 20a-1, 20a-2. 
Through the agents 20a-1 , 20a-2 belonging to its own 
management range, management object in the 
management range are periodically collected and the 
collected result is reported to an integrated manager. 
The collected information is stored by a management information base(MIB) format. 
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(54) [Title of the Invention] HIERARCHICAL TYPE NETWORK 
MANAGEMENT SYSTEM 
(57) [Abstract] 

[Object] To carry out hierarchical management by a sub manager 
with a simple configuration, and on the basis of SNMP of IAM 
management standard. 

[Configuration] As a communication protocol between an agent 
and a sub manager, and between the sub manager and an integration 
manager, SNMP is used, and in the sub manager, through an agent 
which belongs to of a management range of itself, a management 
object in the same management range is collected on a regular 
schedule, and the collected information is notified to the 
integration manager in MIB format, in response to a reference 
request from the integration manager. 
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[Claims] 

[Claim 1 ] Ahierarchical type network management system which 
is equipped with a plurality of agents for managing/controlling, 
in units of resources of a communication network, a management 
object such as its constituent information, and status 
information, a sub manager for managing/controlling a part of 
the management object of the communication network, in units 
of agent groups which was defined in advance, through the agent 
of the relevant group, and an integration manager for 
managing/controlling the management objects of the whole 
communication network through this sub manager, and in which 
SNMP is used as a communication protocol between the agent and 
the sub manager, and between the sub manager and the integration 
manager, characterized by having scheduled collection means in 
the sub manager, which collects, through the agent which belongs 
to a management range of itself, the management object in the 
same management range, on a regular schedule, and notifies the 
collected information to the integration manager in response 
to a reference request from the integration manager. 
[Claim 2] The hierarchical type network management system as 
set forth in claim 1, characterized in that the scheduled collects 
on a regular schedule, including the management object in which 
the agent has not yet been installed or has not yet been activated. 
[Claim 3] The hierarchical type network management system as 
set forth in claim 1, characterized in that the scheduled 
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collection means notifies a plurality of information regarding 
each agent which is managed by a plurality of identifiers, in 
a consolidated manner, to the reference request from the 
integration manager. 

[Claim 4] The hierarchical type network management system as 
set forth in claim 1, char act erized'hy-having, in the sub manager, 
means for analyzing a SNMP trap which was received from the agent 
which exists in the management range of itself, and for relaying 
a plurality of SNMP traps as a single sub manager extension trap, 
to the integration manager. 

[Claim 5] The hierarchical type network management system as 
set forth in claim 1, characterized by further having, in the 
sub manager, real time collection means for collecting a status 

of the agent which belongs to the management range of itself, 
in real time, to the reference request from the integration 
manager, and for notifying the collected information., to the 
integration manager. 

[Claim 6] The hierarchical type network management system as 
set forth in claim 5, characterized in that the real time 
collection means selects a real time collection object, with 
reference to the management object which was collected by the 
scheduled collection means. 

[Claim 7] The hierarchical type network management system as 
set forth in claim 5, characterized in that the real time 
collection means notifies a plurality of information regarding 
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each agent which is managed by a plurality of identifiers, in 
a consolidated manner, to the reference request from the 
integration manager. 

[Detailed Description of the Invention] 
[0001] 

[Industrial Field of Application] This invention relates to 
a hierarchical type networkmanagement system, and inparticular , 
relates to a hierarchical type network management system in which 
network resources are managed by an agent, a sub manager, an 
integration manager, hierarchically, and as a communication 
protocol between them, SNMP (Simple Networkmanagement protocol) 
is used. 
[0002] 

[Prior Art] In general, a management system of a communication 
network is configured, by 2 kinds of sub systems of a manager, 
and an agent,, and the manager manages/controls network resources 
in units of agents. Also, the agent manages/controls, in units 
of resources of the communication network, a management object 
of its constituent information, and status information. 
As an international standard regarding management' of a 
communication network, there exist two of I.A.B (IAB = Internet 
Activities Board) management standard, and O.S.I (OSI = Open 
Systems Interconnection) management standard, and in a network 
which used these management standards, network resources are 
managed as follows. 
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[0003] (1) Network Management System which used IAB Management 
Standard 

In case that a communication network became large in scale, the 
communication network is divided, and in each of the divided 
communication networks (hereinafter, referred to as sub network) , 
a manager and an agent are placed, to manage network resources. 
[0004] In this case, on the occasion of carrying out resource 
management in the IAB management standard, SNMP (Simple Network 
management protocol) is used. Meanwhile, a standard regarding 
this SNMP is defined in R. F. C . 1157, Simple . Network. Management. 
Protocol (RFC 1157, "A Simple Network Management Protocol") . 
[0005] (2) Hierarchical type Network Management System which 
used OSI Management Standard and IAB Management Standard 
As described in "Integrated Management by OSI, of Distributed 
LAN Domain" (MIYAUCHI et al., Information Processing Society 
of Japan research paper magazine, 1993, June version, ppl426 
- 1440, hereinafter, reference document [1]), each LAN (Local 
Area Network) is managed by a sub manager which is based on the 
IAB management standard, and between the sub manager and an 
integration manager which is of its upper level, a network 
resource is managed on the basis of the OSI management standard. 
[0006] That is, in the sub manager , a network resource is managed 
in accordance with the IAB management standard, and it is 
converted into the OSI management standard and conveyed to the 
integration manager, and in the integration manager, resources 
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of the entire network. 
[0007] 

[Problem that the Invention is to Solve] In the meantime, in 
case of managing a large-scale network, it is more advantageous 
to carry out management with a hierarchical structure, in case 
of realizing reduction-of management packets and simplification 
of a manager etc. 

[0008] However, in the above-described network management 
system which used SNMP of the IAB management standard, the 
hierarchical structure is not considered, and therefore, there 
is such a problem that, even if a sub manager is placed between 
a manager and an agent, unless a structure of management 
information which is transmitted between the manager and the 
sub manager, and its collection method are solved, hierarchical 
management can not be realized. That is, there is such a problem 
that it is not possible to realize a hierarchical type network 
management system which manages, controls a group of agents. 

[0009] In this case, in a standard of SNMPv2 (SNMP version 2) , 
it is possible to notify an event from a manger to a manager, 
but hierarchical management is not considered in the same manner 
as SNMP, and therefore, there is such a problem that, even if 
a sub manager is placed between a manager and an agent, unless 
a structure of management information which is transmitted 
between the manager and the sub manager, and its collectionmethod 
are solved, hierarchical management can not be realized. 
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[0010] On one hand, in the OSI management system which is 
described in the reference document [1], a sub manager has to 
implement both of a communication service with the OSI standard 
in which the OSI management standard is realized, and a 
communication service with the IAB standard in which the IAB 
management standard is realized, and therefore, there is such 
a problem that the sub manager becomes large in scale. 
[0011] Also, in LAN, a communication service with the IAB 
standard is used. And, in an operation of a communication network, 
it is a normal operation that the communication service with 
the IAB standard is used even between LAN. Therefore, in the 
management system which is described in the reference document 
[1] , regardless of using a standard of the IAB management standard 
on WAN (Wide Area Network) , a standard of the OSI management 
standard has to be used, and even on this point, there is such 
a problem that a configuration of a sub manager is enlarged. 
[0012] Further, in case of integrating a communication network 
which is managed by a plurality of management standards by use 
of an integration manager to carry out hierarchical management, 
there is a necessity to consider in advance conversion of 
management information for that purpose and substitution, 
striping etc . of a management function for the purpose of reducing 
a load of the integration manager, but in the management system 
of the reference document [1], substitution, striping etc. of 
the management function is not considered, and therefore, there 
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is such a problem that the number of management packets which 
are used on the occasion of exchanging management information 
between the integration manager and the sub manager increases 
as the network becomes large in scale. 

[0013] A first object of the invention is to provide a 
hierarchical type network-management -system which can carry out 
hierarchical management of a large-scale communication network 
by use of a sub manager with a simple configuration/ and on the 
basis of SNMP of the IAB management standard. 
[0014] A second object of the invention is to provide a 
hierarchical type network management system which can transmit 
management information between the integration manager and the 
sub manager by use of a small amount of management packets, and 
can manage a large-scale communication network with low traffic 
and at low cost. 
[0015] . ....... 

[Means for Solving the Problem] In order to accomplish the 
above-described first object, the invention basically uses SNMP 
as a communication protocol between an agent and a sub manager, 
and between the sub manager and an integration manager, and in 
the sub manager, provided is scheduled collection means which 
collects, through the agent which belongs to a management range 
of itself, the management object in the same management range, 
on a regular schedule, and notifies the collected information 
to the integration manager in response to a reference request 
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from the integration manager. 

[0016] Also, in order to accomplish the second object, it is 
characterized in that, to the reference request from the 
integration manager, a plurality of information regarding each 
agent which is managed by a plurality of identifiers is 
consolidated and notified to the integration manager. 
[0017] 

[Operation] According to the above-described means, the 
scheduled collection means in the sub manager collects, through 
the agent which belongs to a management range of itself, the 
management object in the same management range, on a regular 
schedule, and notifies the collected information to the 
integration manager in response to a reference request from the 
integration manager. 

[0018] In this case, the collected information is held in the 
format of MIB (Management Information Base) in which aggregate 
of a plurality of management objects was expressed by a tree 
structure, and accessed in response to the reference request 
from the integration manager, and notified to the integration 
manager . 

[0019] " By this, it is possible to carry out hierarchical 
management of a large-scale communication network on the basis 
of a single protocol of SNMP of the IAB management standard, 
and further, it is possible to simplify a structure of the sub 
manager .since the single protocol is used. 
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[0020] Also, a plurality of information regarding each agent 
which is managed by a plurality of identifiers is consolidated 
and notified to the integration manager. Therefore, it is 
possible to transmit management information between the 
integration manager and the sub manager by use of a small amount 
of management-packets, and in addition, it is-possible to reduce 
a load of the integration manager. 

[0021] 

[Embodiment] Hereinafter, the invention will be described in 
detail on the basis of one embodiment which is shown in drawings . 
[0022] Fig. 1 is a system block diagram which shows one 
embodiment of a communication network to which the invention 
is applied, and a plurality of LANs 1, 2, 3 are coupled by WAN 
(Wide Area Network) 4. 

[0023] Among these, to LAN 1, connected are a plurality of agents 
20a-l, 20a-2 for managing/controlling, in units of network 
resources, a management object of its constituent information, 
status information etc. , and agent non-implemented IP (Internet 
Protocol) node 30a, and further, through these agents 20a-l, 
20a-2, connected is a sub manager 10a for managing/controlling 
a management object in LAN 1. 

[0024] Also, toLAN2, connected are a plurality of agents 20b-l , 
20b-2 for managing/controlling, in units of network resources, 
a management object of its constituent information, status 
information etc., and further, connected is a sub manager 10b 
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for managing/controlling a management object which is under 
management of these agents 2013-1, 20b-2 . Further, an agent 20c, 
agent non- implemented IP node 30a are connected, and a sub manager 
10c for managing/control ling the management object which is under 
management of these agent 20c is connected. 

[0025] That is; in LAN 2, it is designed that a management obj ect 
is managed by two sub managers 10b, 10. 

[0026] On one hand, to LAN 3, connected are a plurality of agents 
20-1, 20-2, and further, connected is an integration manager 
50 for managing/controlling a management object which is under 
management of these agents 20-1, 20-2, and for 
managing/controlling these management object under management, 
through WAN 4 and the sub managers 10a, 10b, 10c. That is, to 
LAN 3, connected is the integration manager 50 which carries 
out hierarchical management of resources of an entire network. 
[0027] Fig. 2 is a view which shows a logical relation of the 
agent, the sub manager and the integration manager, and it is 
designed that, between the sub manager 10a and the agents 20a-l, 
2 Oa-2 which were connected to LAN 1 , a management obj ect is managed 
by use of SNMP and ICMP (Internet Control Message Protocol) of 
the IAB management standard. Also, it is designed that, between 
the sub manager 10a and the agent non-implemented IP node 30a, 
a management object is managed by use of ICMP. And, to the sub 
manager 10a, connected is a collected MIB database 170a for 
holding aggregate of a plurality of management objects which 
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were collected through the agents in the management range in 
the formofMIB (Management Information Base) which was expressed 
by a tree structure. 

[0028] In the same manner, it is designed that, between the 
sub manager 10c and the agent 2 0c which were connected to LAN 
2, a management object is managed by use of SNMP and ICMP of 
the IAB management standard. Also, it is designed that, between 
the sub manager 10c and the agent non-implemented IP node 30c, 
a management object is managed by use of ICMP. And, to the sub 
manager 10c, connected is a collected MIB database 170c for 
holding aggregate of a plurality of management objects which 
were collected through the agents in the management range in 
the formofMIB (Management Information Base) which was expressed 
by a tree structure. 

[0029] Meanwhile, the sub manager 10b and the agents 20-1, 20-2 
are also connected to the. integration manager 50 with the similar 
logical relation. 

[0030] Fig. 3 is a functional block diagram which shows one 
embodiment of an internal structure of the sub manager 10, and 
is configured by function modules as follows. 
[0031] (1) Communication control function 100 

(2) Management range monitoring function 110 

(3) Collection database management function 120 

(4) Self agent function 130 

(5) Sub manager agent function 140 
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(6) Consolidating function 150 

(7) Trap management function 160 
Detail of each function is as follows. 
[0032] (1) Communication Control Function 100 

In the IAB management standard, a protocol for network management 
is named as S .N.M. P (SNMP, hereinafter, simply described as SNMP) . 
This standard is defined in R.F.C.1157, Simple. Network. 
Management. Protocol (RFC 1157, "A Simple Network Management 
Protocol 7 ') . 

[0033] The communication control means 100 receives a SNMP 
request from the integration manager 50 and the sub manager 10 
themselves, and receives a SNMP trap. 

[0034] The SNMP request means an obtaining request of a 
management object from the integration manager 50 to the sub 
manager 10 and an obtaining request of a management object from 
the sub manager 10 to the agent 20. 

[0035] The received SNMP request is notified to the self agent 
function 130 or the sub manager agent function 140, in accordance 
with amanagement obj ect identifier which exists in that protocol, 
and its result is responded to the integration manager 50 or 
the sub manager 10 itself, which is a SNMP request source. Also, 
the received SNMP trap is notified to the trap management function 
160. 

[0036] (2) Management Range Monitoring Function 110 

With reference to an environment setup file 180 which was 
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designated by a network administrator of the sub manager 10, 
a range of an IP address which was designated as the management 
range of the sub manager 10 is obtained. To the designated IP 
address group (regardless of presence or absence of 
implementation of the agent), a SNMP request and an ICMP echo 
request for obtaining a specific management object which was 
defined in MIB-II are issued on a regular schedule, and a SNMP 
response and an ICMP response, which are its result, are obtained. 
[0037] In this case, a polling interval of the SNMP request 
and the ICMP echo request which are issued on a regular schedule, 
and a community name which is described on the SNMP protocol 
are obtained with reference to the environment setup file 180. 
[0038] From a regularly obtained result, information in the 
MIB format is prepared, and information in the latest MIB format 
is stored in a memory, and handed over to the collection database 
management function 120, to have it stored in the collected MIB 
database 170. 

[0039] Also, to the consolidating function 150, reference of 
each information of an IP addresses and a status of the management 
range and presence or absence of implementation of the agent 
is enabled. 

[0040] Further, to the trap management function 160, reference 
of each information of an IP address and an index number of the 
management range are enabled. 

[0041] Also, when there occurred a change such as addition or 
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deletion of an IP node in the management range in information 
which configures a value of the collected MIB, a sub manager 
extension trap for notifying it to the integration manager 50 
is issed. 

[0042] Meanwhile, a standard of MIB-I I is defined in R.F.C. 1213, 
Management. Information. Base . For. Network. Management. Of. 
T.C.P.I.P. Based. Internet: M. I .B. II. (RFC 1213, "Management 
Information Base for NetworkManagement of TCP/ IP Based Internet : 
MIB-II") . 

[0043] (3) Collection database Management Function 120 
This collection database management function 120, in case that 
each information configuring a value of the collected MIB was 
inputted from the management range monitoring function 110, 
stores it in the collectedMIB database 170, and when an obtaining 
request of the collected MIB value was inputted from the sub 
manager agent function 140, assembles each information which 
configures a value of the collectedMIB in the formof amanagement 
object and responds. 

[0044] (4) Self agent Function 130 

The self agent function 130 is a thing which manages a host in 
which the sub manager 10 exists, and inputs the SNMP request 
to the MIB-II and agent extendedMIB from the integration manager 
50 and the sub manager 10 themselves, through the communication 
control function 100, and outputs its result to the communication 
control function 100. 



16 



[0045] From the environment setup file 180, a community name 
(password of whether it responds to the SNMP request or not) 
is referred. 

[004 6] (5) Sub Manager Agent Function 140 

The SNMP request to the sub manager extended MIB from the 
integration manager 50 -is inputted- from the communication 
function 100, and an obtaining destination is classified by a 
management object identifier which was described in a protocol 
of that SNMP request. 

[0047] That is, in the invention, management information which 
was collected and consolidated by the sub manager 10 is provided 
to the integration manager 50, and therefore, a sub manager 
extended MIB, which comprises regular collection MIB and real 
time collection MIB, is defined. 

[ 004 8 ] The regular col lection MIB is such a thing that management 
information, which the sub manager 10 collected on a regular 
schedule to an IP node group in the management range was changed 
to MIB. 

[0049] The real time collection MIB is such a thing that the 
sub manager 10 collects, consolidates (deletion, processing of 
unnecessary information) information of a management object in 
the management range in real time, in accordance with the 
reference request from the integration manager 50, and 
consolidated it in the MIB format in order to respond to the 
integration manager 50. 
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[0050] The sub manager agent function 140, in case of the 
reference request to the regular collection MIB, carries out 
a MIB value obtaining request to the collection database 
management function 120, and obtains its result from the 
collected MIB database 170. 

-[0051] In case -of -the reference request to-the real time 
collection MIB, a MIB value obtaining request is provided to 
the consolidating function 150, and its result is obtained form 
the consolidating function 150. 

[0052] After that, the obtained result is outputted to the 
communication control function 100. 

[0053] From the environment setup file 180, a community name 
(password of whether it responds to the SNMP request or not) 
is referred. 

[0054] (6) Consolidating function 150 

When an obtaining request of a real time collection MIB value 
was inputted from the sub manager agent function 140, a SNMP 
request is issued to an IP node group in wich an agent of the 
management range was implemented. Also, after its response was 
obtained, consolidation processing is carried out, and the 
consolidation MIB value is returned to the sub manager agent 
function 140. 

[0055] From the environment setup file 180, a community name, 
which is described in a protocol at the time of issuing the SNMP 
request, is referred. 
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[0056] (7) Trap Management Function 160 

SNMP trap, which was notified from the communication control 
function 100, is notified to this trap management function 160 
and all function and applications which establish an internal 
interface . Also, a plurality of SNMP traps which were notified 
in a given amount of time, are aggregated as one sub manager 
extension trap, and relayed to the integration manager 50. 
[0057] From the environment setup file 180, a time interval 
for issuing the sub manager extension trap and a community name 
which is described in a protocol are referred. 
[0058] Hereinafter, a logical structure of the sub manager 
extendedMIB which is a major part of the invention, a determining 
method and a monitoring method of the management range of the 
sub manager, a classifying method of SNMP requests which were 
received by the sub manager, and a management method of the 
collected MIB, a consolidating method of the collected MIB, a 
SNMP trap management method will be concretely described. 
[0059] (1) Logical Structure of Sub Manager Extended MIB 
In the IAB management standard, a logical structure of a 
management object is in generally defined by a virtual database 
called as a management information base. This management 
information base is called as MIB. 

[0060] Meanwhile, syntax for describing MIB, and a method for 
differentiating an instance of a management object are defined 
in R.F.C.1155, Structure. And Identification. Of Management . 
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Information. For. Network. Management. Of. T.C.P.I.P. Based. 
Internets: (RFC 1155, "Structure and Identification of 
Management Information for Network Management of TCP/IP Based 
Internets")^ and R. F.C. 1212, Consice. M.I.B. Definitions (RFC 
1212, "Concise MIB Definitions") . 

[0061] Here, a standard agent -20 has a management object which 
is defined in MIB-II. 

[0062] The sub manager 10 issues the SNMP request and the ICMP 
echo request for obtaining a value of specific MIB-II from an 
IP node group in the management range, and calculates a value 
of a sub manager extended MIB from its collected result. 

[ 0063 ] This sub manager extendedMIB is configured by the regular 
collection MIB and the real time collection MIB. 

[ 0064 ] The regular col lection MIB is such a thing that management 
information, which the sub manager 10 collected on a regular 
schedule to an IP node group in the management range was changed 
to MIB. This data structure is configured by a table type 
management object identifier which comprises a plurality of 
entries, and a non-table type management identifier. 

[0065] The table type management object identifier has entries 
in units of IP nodes in the management range, and in each entry, 
held are constituent information of the management range (IP 
address, host name, presence or absence of installation of an 
agent, ID flag of an IP router etc.), and status information 
such as an IP status and response time of ping (ICMP echo request 
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packet) . 

[0066] When the reference request was received from the 
integration manager 50, used is such a method that entries 
comprising a plurality of information are aggregated in units 
of information comprising an index portion and a context portion, 
and the number of management object-identifiers to be returned 
is reduced. 

[0067] The non-table type management object identifier 
expresses such information that each content of constituent 
information and status information of the table type management 
object identifier was aggregated by the number of IP nodes. 

[0068] In the sub manager 10, provided is means for carrying 
out aggregate calculation for providing aggregated information 
toe the integration manager. 

[0069] On one hand, the real time collection MIB is such a thing 
that the sub manager 10 collects, consolidates (deletion, 
processing of unnecessary information) information of a 
management object in the management range in real time, in 
accordance with the reference request from the integration 
manager 50, and thereby, management information to be returned 
to the integration manager 50 was changed to MIB. 

[0070] The sub manager 10 receives the SNMP request from the 
integration manager 50, and also receives from the sub manager 
itself. This is because the sub manager itself can be included 
in the management range of the sub manager 10. In particular, 
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when the reference request of the real time collection MIB was 
received from the integration manager 50, the SNMP request is 
issued to the sub manager itself, and its results are aggregated 
and thereafter, returned to the integration manager 50 . On that 
account, the sub manager 10 is configured to be able to carry 
out parallel processing of a plurality- of the sNMP requests. 
[0071] A definition example of the regular col lection MIB, which 
is the sub manager extended MIB, is shown in Fig. 4 to Fig. 6, 
and a definition example of the real time collection MIB is shown 
in Fig. 7 to Fig. 9, and a definition example of the sub manager 
extension trap is shown in Fig. 10. 

[0072] In the definition example of the regular collection MIB 
of Fig. 4 to Fig. 6, shown are definition examples of (1) the 
number of IP nodes of a management object, (2) the number of 
nodes which is in a critical status with the sub manager, (3) 
the number of nodes where a TCP/IP interface, which can 
communicate with the sub manager but is not operating, exists, 

(4 ) the number of nodes where all TCT/IP interfaces are operating, 

(5) the number of routers which exist in the management range 
of the sub manager, (6) the number of SNMP implemented nodes 
which exist in the management range of the sub manager, (7) a 
list of information regarding IP nodes in the management range 
of the sub manager, and (8) entries which included information 
with respect to each IP node in the management range. 

[0073] In the definition example of the real time collection 
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MIB of Fig. 7 to Fig. 9, shown are definition examples of (1) 
a list of TCP connections in the management range of the sub 
manager, (2) IP address where TCP connection is established, 
(3) port number which is used by a node which is defined by 
smgSumTcpServerlPAddress, (4) IP address where TCP connections 
is-established (address of another party of one wh-i-ch is defined 
by smgSumTcpServerIP Address), (5) port number which is used 
by an IP node which is defined by smgSumTcpClientlPAddress, (6) 
entry of TCT connection information which is established at an 
IP node in the management range 

[0074] In the definition example of the sub manager extension 
trap of Fig. 10, shown are (1) trap for notifying that a system 
was added, (2) trap for notifying that a system was added, and 

(3) relay trap. 

[0075] Fig. 11 is a corresponding table 190 on the occasion 
of converting a management object (hereinafter, referred to as 
MIB-II object) name of MIB-II that the sub manager 10 collected 
on a regular schedule and in real time into a management object 
name of expanded MIB, and if MIB-II objects were collected on 
a regular schedule and in real time from the agent 20 in which 
a management obj ect of MIB-II ws implemented normally, they are 
converted into management object names of extended MIB in 
accordance with this corresponding table 190. 

[0076] Fig. 12 show a content 200 of smglPNodeContext which 
is the converted management object of the regular collection 
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MIB . As shown in the figure, smglPNodeContext is configured 
by IP address 210, host name 220, status 230, response time 240 
of ping, SNMP support information 250, and router information 
260. 

[0077] In case that themanagement object, which were configured 
in this manner, were collected in real time by the integration 
manager 50 and displayed, it is possible to display a plurality 
of information regarding one TCP connection or IP node by one 
row, and therefore, it becomes possible to easily confirm a status 
of one agent or IP node. 

[0078] Fig. 13 shows a content 300 of smgSumTcpContect, which 
is a management object of real time collection MIB. As shown 
in the figure, smgSumTcpContext is configured by IP address (No. 
1) .310, port number (No. 2) 320, status (No. 2) 330, IP address 
(No. 2) 340, port number (No. 2) 350, status (No. 2) 360, service 
name 370... . 

[0079] In case that themanagement object, which were configured 
in this manner, were collected in real time by the integration 
manager 50 and displayed, it is possible to display a plurality 
of information regarding one TCP connection by one row, and 
therefore, it becomes possible to easily confirm a status of 
one TCP connection. 

[0080] Also, in the regular collection MIB, as shown in a 
corresponding table 400 of Fig. 4, prepared are management object 
names (identifiers) which are used for carrying out aggregate 
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calculation of a value of this regular collection MIB, and the 
regular collection MIB is . aggregated in accordance with this 
corresponding table 400. 

[0081] Such an example that the aggregated management objects 
are collected by the integration manager 50 at intervals of 10 
minutes, and displayed as a graph, is shown in Fig. 29. 
[0082] (2) Determining Method andMoni tor ingMethod of Management 
Range of Sub Manager 

smgCreateSystemTrap of Fig. 10 is a thing which defined a sub 
manager extension trap which is issed when an IP node was added 
to the sub manager management range. Extended trap number is 
"1", and in a variable list (Variable-bindings) , designated is 
an index number 520a which corresponds to a management range 
table 500 shown in Fig. 16. 

[0083] smgDeleteSystemTrap of Fig. 10 is a thing which defined 
a sub manager extension trap which is issued when an IP node 
was deleted from the sub manager management range. Extended 
trap number is "2", and in a variable list (Variable-bindings) , 
designated is an index number 520a which corresponds to the 
management range table 500. 

[0084] Fig. 15 is a view which shows a format of an environment 
setup file 180 which is used on the occasion of determining the 
management range and the monitoring range of the sub manager, 
and comprises regions which store obtaining community name 400, 
setup community name 410, trap destination 420, management range 
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number 430, management address range 440, trap relay interval 
450, respectively. 

[0085] Among these, the obtaining community name 400 is an 
appellation for carrying out verification when an obtaining 
request of SNMP was received, and it is also used when the sub 
manager 10 issues a sub manager extension trap. 
[0086] The setup community name 410 is an appellation for 
carrying out verification when a setup request of SNMP was 
received. 

[0087] The trap destination 420 is an IP address of another 
party to which the sub manager 10 issues the sub manager extension 
trap, and a plurality of pieces like trap destinations 420a, 
420b can be designated. 

[0088] The management range number 430 is information for 
designating the maximum number of IP nodes which are included 
in the management range of the sub manager 10. 
[0089] The management address range 440 is information for 
designating an IP address of an IP node which becomes an object 
of the management range, a community name, a polling interval, 
time-out time, and like 440a, 440b shown in the figure, it is 
possible to designate a plurality of sets. And, in each set, 
it is possible to designate a range of IP addresses . For example, 
in the management address range 440a, it shows that IP addresses 
from 200.10.20.1 up to 200.10.20.70 are designated. 
[0090] A community name of this management address range 440 
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is used when the sub manager 10 issues the SNMP request to an 
agent in the management range. 

[0091] Also, an initial value (default value) of the polling 
interval at the time that management objects of an agent are 
collected on a regular schedule is set up to, for example, 5 
minutes- Also, an initial value of the - time-out time is set 
up to, for example, 1 second. Further, an initial value of the 
trap relay interval 450 is set up to, for example, 10 minutes. 
[0092] Fig. 16 is a view which shows a format of the management 
range table 500 which is disposed in an inside of the management 
range monitoring function 110, and configured by a control part 
and a plurality of entries, and the maximum number of entries 
is the same number as the value which was designated in the 
management range number 430 of Fig. 15. 

[0093] The control part is configured by a region which stores 
an obtaining community name 510a etc . Explaining about a content 
which is taken in this control part from the environment setup 
file 180, it is as follows. 

[0094] In the obtaining community name 510a, an obtaining 
community name 4 00 is set up, and in a setup community name 510b, 
a setup community name 410 is set up, and in a management range 
number 510c, a management range number 430 is set up, and in 
a trap destination number 510d and a trap destination table 
address 510e, the number of destinations which were designated 
in the trap destination 420 and IP addresses of the destinations 
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are set up, respectively. A content of others will be described 
from Fig. 17 through Fig. 24. 

[0095] Fig. 17 is a thing which showed an outline of main 
processing of the management range monitoring function 110. 
Firstly, initial setup of the management range is carried out 
(step 600), and it is looped until an end request is received 
(step 610) . During this period, monitoring of the management 
range (step 620) , aggregate counting processing (step 630) , and 
update of the management range (step 640) are carried out in 
order. 

[0096] Fig. 18 is a thing which showed an outline of initial 
setup of the management range (step 600) . Reference of the above 
described environment setup file 180 and setup of the management 
range table 500 (steps 650, 651) are carried out. 
[0097] In an IP address 520b of an entry of the management range 
table 500, in order to set up only an existing IP address among 
IP addresses which were designated in the management address 
range 440, the following processing is carried out. Firstly, 
inorder to obtain IP addresses that the sub manager 10 recognizes, 
atNetAddress, which is an address conversion group of MIB-II, 
is obtained (step 652) from the self agent function 130 (step 
652) . 

[0098] A value of the obtained atNetAddress shows a 
corresponding relation of an IP address and a physical address. 
During such a period that a blank entry 520 exists in the management 
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range table 500, and an IP address of atNetAddress exists, it 
is looped (step 653) . 

[0099] Whether an IP address of atNetAddress is included in 
the management address range 440 is judged (step 654) , and ping 
is issued only to the included IP address (step 655) in Fig. 
15. 

[0100] And, presence or absence of a response of ping is judged 
(step 656), and an IP address where there is a response is set 
up in an IP address 520b of the blank entry 520 of the management 
range table 500. Also, issued is a sub manager extension trap 
for notifying to the integration manager 50 that an IP node was 
added to the management range (step 658) . 

[0101] Next, from the management address range 440 of the 
environment setup file 180, community name, polling interval 
and time-out time regarding the relevant IP address are obtained, 
respectively, and community. name 520c, polling interval 520d, 
and time-out time 520e are set up, respectively (step 659) . 
[0102] Next, referring to an /etc/hosts file (included in 
information with respect to each IP node in Fig. 6), host name 
520f of the IP address 520b is set up (step 660) . After that, 
''Normal 7 ' is set up in status 520g (step 661) . 
[0103] Fig. 19 is a thing which showed an outline of monitoring 
of the management range (step 620) . 

[0104] Referring to the above-described management range table 
500 (step 670) , it is looped to the number of the entry 520 where 
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the IP address 520b is set up. 

[0105] During this period, ping processing is carried out (step 

672) . It is judged whether the IP address 520b is set up in 
the entry 520, and status 520g is other than "Critical" (step 

673) , and to IP nodes which satisfy the condition, the SNMP request 
is issued in order to obtain a value (see, Fig. 11) of MIB-II 
(sysObjectID, ifNumber, ifType, If OperStatus, ipForwarding) 
(step 674) . 

[0106] Next, presence or absence of a response of the SNMP 
request is judged (step 675) . In case that there was a response, 
"snmp" is set up in SNMP support information 520j of the entry 
520 (step 676), and router judgment is carried out (step 677) . 
[0107] In case that there was no response, "nonsnmp" is set 
up in the SNMP support information 520j of the entry 520 (step 
678, and "host" is set up in router support information 520k 
(step 679) . 

[0108] Fig. 20 is a thing which showed an outline of the router 
judgment (step 677) . As initial setup, "host" is set up in the 
router support information 520k (step 690) . A value of 
ipForwarding of MIB-II (see, Fig. 11) is judged (step 691), and 
if it is "1" (gateway), it advances to a step 692, and if it 
is other than "1" (host), it advances to a step 698. 
[0109] A value of ifNumber of MIB-II which showed the number 
of interfaces is judged (step 692) , and when it is "2" or more, 
it advances to a step 693, and when it is "1", "Normal" is set 
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up in the status 520g (step 697) . 

[0110] It is judged whether there exist a plurality of interfaces 
where a value of ifType of MIB-II, which showed an interface 
type, is other than "24" (sof twareLoopback) , and a value of 
IfOperStatus of MIB-II, which showed its status, is all "1" 
(up) (step693) . In case that the condition is satisfied, 
"router" is set up in the router support information 520k (step 
694), and "Normal" is set up in the status 520g (step 695). 
[0111] In case that the condition is not satisfied, "Marginal" 
is set up in the status 520g (step 696) . 

[0112] If a value of ipForwarding of MIB-II is other than "1" 
(host) (step 691) , a value of ifNumber of MIB-II, which showed 
the number of interfaces, is judged (step 698), and when it is 
"2"ormore, it advances to a step 699, and when it is "1", "Normal" 
is set up in the status 520g (step 702) . 

[0113] In the step 699, the same judgment as in the step 693 
is carried out, and in case that the condition is satisfied, 
"Normal" is set up in the status 520g (step 700), and in case 
that the condition is not satisfied, "Marginal" is set up in 
the status 520g (step 701) . 

[0114] Fig. 21 is a thing which showed an outline of ping 
processing (step 672) . 

[0115] Firstly, response time 520h of ping of the entry 520 
is cleared (step 710), and ping is issued to the designated IP 
address (step 711), and presence or absence of the response is 
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confirmed (step 712) . In case that there was a response of ping 
(step 712) , setup of the response time 520h of ping of the entry 
520 (step 713) , clear of the earliest time 520i when the response 
of ping disappeared (step 714) , and judgment of the SNMP support 
information 520j (step 715) are carried out. 
[0116] When the SNMP support information 520j is "nonsnmp", 
"Normal" is set up in the status 520g (step 716), and when it 
is "snmp", "Marginal" is set up in the status 520g (step 717) . 
[0117] In case that there was no response of ping (step 712), 
"Critical" is set up in the status 520g of the entry 520 (step 
718) , and the earliest time 520i when the response of ping 
disappeared is confirmed (step 719) . 

[0118] When the earliest time 520i exists (step 719), and a 
given length of time (e.g., 1 week) goes by (step 720) , contents 
520a to 520h are deleted from the entry 520 (step 721), and a 
sub. manager extension trap, for notifying to the integration 
manager 50 that an IP node was deleted from the management range, 
is issued (step 722) . 

[0119] When the earliest time 5201 does not exist (step 719) , 
current time is set up (step 723) . 

[0120] Fig. 22 is a thing which showed an outline of the aggregate 
counting processing (step 630) . 

[0121] Firstly, among the control part of the management range 
table 500, portions 510f to 510k for counting the number of IP 
addresses are cleared, and it is looped to the number of the 
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entry 520 (step 732) . And, only in case that an IP address is 
set up in the entry 520, count-up (+1) is carried out by the 
following condition. 

[0122] That is, the count-up is carried out, with no conditions 
in case of smgTotalManagedNodeNumber (step 734) , and only when 
the status 520g is - "Critical" in case of 
smgTotalCriticalNodeNumber (step 736), and only when the status 
520g is "Marginal" in case of smgTotalMarginalNodeNumber (step 
737), and only when the status 520 is "Normal" in case of 
smgTotalNormalNodeNumber (step 738), and only when the router 
support information 52 0k is "router" in case of 
smgTotalRouterNodeNumber (step 740), and only when the SNMP 
support information 520j is "snmp" in case of 
smgTotalSnmpSupportNodeNumber (step 742) , respectively. 
[0123] When a difference in a result is generated between 
before-counting and after-counting (step. 743), difference 
portion information is stored in the collection database 
management function 120 (step 744) . 

[0124] Fig. 23 is a thing which showed an outline of update 
of the management range (step 640) . 

[0125] Firstly, it is confirmed that a given length of time, 
for example, 3 hours advanced from previous update time, and 
then, it operates (step 750) . 

[0126] It is looped only about an IP address where there exists 
the blank entry 520 in the management range table 500, and the 
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status 520g is other than "Critical", and the SNMP support 
information 520j is "snmp" (step 751) . 

[0127] Next, the SNMP request is issued to the IP address 520b 
of the entry in order to obtain atNetAddress of the 
above-described MIB-II (step 752) . 

[0128] In-case that there was a response of the SNMP request 
(step 752) , during a period that the blank entry 520 exists, 
and to the number of IP addresses which were obtained, it is 
looped (step 754) , and update processing is carried out (step 

755) . 

[0129] In case that there was no response of the SNMP request 
(step 752) , "Critical" is set up to update the status 520g (step 

756) . 

[0130] Fig. 24 is a thing which showed an outline of the update 
processing (step 755) . 

[0131] Firstly, it is judged whether it is an IP address which 
does not exist in the IP address 520b of the management range 
table 500, and is included in the management address range 440 
of the environment setup file 180 or not (step 760), and only 
when the condition is satisfied, next processing is carried out . 
[0132] That is, the IP address is setup in the blank entry 520 
(step 761) , and a sub manager extension trap, for notifying to 
the integration manager 50 that the IP address was added to the 
management range, is issued (step 762) . 

[0133] By carrying out the processing as described above, it 
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the sub manager 10 can not only to limit the number of IP nodes 
which are included in the management range, but alto to monitor 
only existing IP nodes. 

[0134] (3) Classifying Method of SNMP Request which was received 
by Sub Manager 

The communication control function 100 receives the SNMP request 
from the integration manager 50 and the consolidating function 
150 of the sub manager 10, and receives the SNMP trap from the 
agent 20. 

[0135] The sub manager agent function 140 classifies SNMP 
requests which were inputted from the communication control 
function 100 by management object identifiers, and relays them 
to the collected MIB database management function 120 or the 
consolidating function 150. 

[0136] As a principal reason that two agent functions of the 
self agent function 130 and the sub manager agent function 140 
are disposed, it is because there is a necessity to process SNMP 
requests from the integration manager 50 and SNMP requests from 
the consolidating function 150 in parallel. That is, by 
processing SNMP requests in parallel, in case that SNMP requests 
were received from the integration manager 50 to the real time 
collectionMIB of the sub manager 10, in its extension, it enables 
the consolidating function 150 to issue the SNMP request through 
the communication control function 100 to the self agent function 
130, and also, to prepare a real time collection MIB value on 
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the basis of its result and to return SNMP response to the 
integration manager 50. 

[0137] Fig. 25 is a thing which showed an outline of a classifying 
method by management objects of the communication control 
function 100 . The communication control function 100 is looping 
until it receives an end request (step- 770) . In receiving data, 
there are SNMP requests from the integration manager 50 and the 
consolidating function 150 of the sub manager 10, SNMP responses 
from the self agent 130 and sub manager agent function 140, and 
SNMP traps from agents, and therefore, it is judged which one 
among these is there (step 771) . 

[0138] Firstly, in case that the SNMP request was received, 
it is judged whether it is the sub manager extended MIB or not, 
in order to carry out classification by a management object 
identifier in a protocol of the SNMP request (step 772) . When 
it is the sub manager, extended MIB, it is notified, to the sub 
manager agent function 140 (step 773) . However, when it is not 
the sub manager extended MIB, it is informed to the self agent 
function 130 (step 774) . 

[0139] On one hand, in case that the SNMP response was received, 
a response is returned to the integration manager 50 (step 775) . 
[0140] Also, in case that the SNMP trap was received, it is 
notified to the trap management function 160 (step 776) . 
[0141] Fig. 26 is a thing which showed an outline of the 
classifying method by management objects of the sub manager agent 
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function 140. 

[0142] Firstly, the sub manager agent function 140 is looping 
until an end request is received (step 780) . 

[0143] In receiving data, there are SNMP requests from the 
communication control function 100, result responses of MIB 
values from the collection database— function 1-2-0 and the 
consolidating function 150, and therefore, it is judged which 
one among these is there (step 781) . 

[0144] In case that the SNMP request was received, it is judged 
whether it is the MIB obtaining request, and a community name 
is accorded or not (step 782) . Confirmation of the community 
name is carried out by comparing a community name which exists 
in a protocol of the SNMP request and the obtaining community 
name 4 00 which was shown in Fig. 15. 

[014 5] When the judgment condition of the step 7 82 is satisfied, 
judgment of an operation .is carried out (step 783) . 

[0146] When the operation is get-next, a next management object 
identifier which was designated is obtained, and used as a 
management object identifier which was requested (step 784) . 
Next, judgment of whether it is the regular collection MIB or 
the real time collection MIB is carried out (step 785) , and when 
it is the regular collection MIB, it is notified to the collection 
database management function 120 (step 786), and when it is 
the real time collectionMIB, it is notified to the consolidating 
function (step 787) . 
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[0147] When the judgment condition of the above-described step 
782 is not satisfied, an error response is returned to the 
communication control function 100 (step 788) . 
[014 8] On one hand, in case that a result response was received, 
SNMP response is assembled (step 789), and a response is made 
to the communication control function 100 (step 790) . 
[0149] (4) Management Method of Collected MIB in Collection 
database Management Function 120 

Here, in particular, a method of dividing and managing a 
management object, and assembling a management object at the 
time of responding MIB value will be described. 
[0150] The collection database management function 12 0 inputs 
individual information which configures the regular collection 
MIB, from the management range monitoring function 110, andholds 
it in a memory, and stores it in the collected MIB database 170 . 
[0151] In .this individual information, as shown in .Fig-. 27., 
there are smglpNodelndex 810, and IP address 210, host name 220, 
status 230, response time 240 of ping, SNMP support information 
250, router information 260, which, are a content 200 of 
smglPNodeContext . 

[0152] That is, the collection database management function 
120 carries out individual management in unites of individual 
information which configures a management object, but not in 
unites of management objects which is the regular collection 
MIB. It is configured that, to the collection database 
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management function 120, only smglpNodelndex 810 which is key 
information for specifying an IP node, and for example, the status 
230 in which change occurred are inputted from the management 
range monitoring function 110, and thereby, a data amount, which 
is exchanged between the collection database management 
-function 120 and the management range monitoring function 110, 
is reduced. 

[0153] In case that an arbitrary IP node was deleted from the 
management range of the sub manager 10, a deletion request of 
smglpNodelndex 810 is inputted from the management range 
monitoring function 110, and the collection database 
management function 120 changes a flag 800 from "yes" to "no", 
and thereby, management of IP nodes in the management range is 
carried out. 

[0154] Also, in case that the reference request of various 
information which configures the regular collection MIB was 
received from the management range monitoring function 110, 
smglpNodelndex 810 which is the key information and requested 
individual information are provided. This is carried out so 
as to make a corresponding relation of smglpNodelndex 810 shown 
in Fig. 27 and the IP address 210 the same as a corresponding 
relation before activation. 

[0155] The collection database management function 120 stores 
individual information, which configures the regular collection 
MIB, in the collected MIB database 170, so as to maintain the 
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above-described corresponding relation. 

[0156] The collection database management function 120, when 
the sub manager 10 received an obtaining request of the regular 
collection MIB from the integration manager 50, received the 
obtaining request of the regular collection MIB, through the 
communication control function 100, the sub manager agent 
function 140. 

[0157] The collection database management function 120 
assembles a regular collection MIB value from individual 
information which configure the regular collection MIB, and 
returns its result to the integration manager 50, through the 
sub manager agent function 140, the communication control 
function 100. 

[0158] Here, assembling of the regular collection MIB value, 
as shown in Fig. 27 means that each information of IP address 
210 which showed. an. one agent or IP node characteristic and an 
IP status, host name 220, status 230, response time 240 of ping, 
SNMP support information 250, router information 260 is assembled 
in smglPNodeContext 200 which is one management object. 
[0159] Fig.28isa thing which showed an outline of an operation 
of the collection database management function 120. 
[0160] The collection database management function 120 is 
looping until an end request is received (step 820) . 
[0161] In receiving data (step 821), there are a obtaining 
request of regular collection MIB from the sub manager agent 
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function 140, a storing request and a reference request from 
the management range monitoring function 110, and therefore, 
it is judged which one is there (step 821) . 

[0162] Incase that the obtaining request was received, judgment 
of a get-next operation is carried out (step 822) , and in case 
that it is the get-next operation, a next index which was 
designated ( smglpNodelndex 810) is obtained (step 823) . 

[0163] In a next step 824, presence or absence of an index is 
judged by use of the flag 800 of Fig. 27. This is for mainly 
confirming an index which was designated by a get operation. 

[0164] In case that the index exists, in a step 825, regular 
collection MIB for response is prepared. That is, when 
smglPNodeContext 200 was requested, assembling is carried out, 
and when a management object which expressed an aggregate 
calculation result which is regular collection MIB shown in Fig . 
14 was requested, it is removed from an object for assembling. 

[0165] After that, a MIB value is responded to the sub manager 
agent function 140 (step 826) . In case that the index does not 
exist, an error response is returned to the sub manager agent 
function 140 (step 827) . 

[0166] In case that the storing request was received, 
smglpNodelndex 810 which is the key information configuring 
regular collection MIB and a content 200 of smglPNodeContext 
to be updated are inputted from the management range monitoring 
function 110, and an IP node, which corresponds to the key 
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information, is searched, and thereafter, the content 200 of 
smglPNodeContext , which is held in a memory, is updated (step 
828) . 

[0167] In case that addition or deletion of an arbitrary IP 
node are carried out from the management range of the sub manager 
10, flags 800 in Fig. 27 are updated (changed ) to -"yes" or "no", 
respectively. 

[0168] After that, the collected MIB database 170 is updated 
(step 829) . 

[0169] Since divided management is not carried out to the 
management object which expressed an aggregated calculation 
result which is collected MIB, shown in Fig. 14, the MIB value 
is simply updated. 

[0170] In case that the reference request was received, 
requested individual information is provided among 
smglpNodelndex 810 which is the key information configuring 
regular collection MIB and the content 200 of smglPNodeContext 
with respect to the management range monitoring function 110 

(step 830) . Since divided management is not carried out to the 
management object which expressed an aggregated calculation 
result which is collected MIB shown in Fig. 14, the MIB value 
is simply updated. 

[0171] (5) Collection/Consolidating method in Consolidating 
function 150 

The consolidating function 150, assuming that, for example, there 
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was a TCP connection as shown in Fig. 30, targets a TCP connection 
1000 between IP nodes in the management range and a TCP connection 
1010 between an IP node in the management range and an IP node 
outside the management range . It does not target a TCP connection 
1020 between IP nodes outside the management range. In sum, 
a TCP connection in which one end of the TCP connection is an 
IP node in the management range, and the agent 20 is implemented 
to that IP node is targeted for consolidation. 
[0172] Fig. 31 is a thing which showed formats of an index of 
tcpConnState of MIB-II which the consolidating function 150 
collects from an agent in the management range and of the MIB 
value . 

[0173] Fig. 32 is a thing which showed an index of 
smgSumTcpContext, which is real time collection MIB of the sub 
manager 10, and for which a MIB value is requested from the 
integration manager 50, and a format of the MIB value. 
[0174] Fig. 33 is showing about conversion between Fig. 31 and 
Fig. 32. IP address (No. 1.) 310, port number (No. 1) 320, IP 
address (No. 2) 330, port number (No. 2) 340 of an index of 
smgSumTcpContext which was requested from the integrated manger 
50 are obtained from IP address (No. 1) 310, respectively, and 
used as local IP address 1120, local TCP port 1130, remote IP 
address 1140, remote TCP port 1150 of an index of tcpConnState 
1100. 

[0175] Also, a value 1160 of tcpConnState is set up in the status 
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(No. 1) 330 of smgSumTcpContext . 

[017 6] In the same manner, they are used as remote IP address 
1120, remote TCP port 1130, local IP address 1140, local TCP 
port 1150 of an index of tcpConnState 1110. Also, a value 1170 
of tcpConnState is set up in the status (No. 2) 350 of 
smgSumTcpContext . 

[0177] A service name 370 of smgSumTcpContext is set up by 
referring to an /etc/services file, and by obtaining a service 
name which corresponded to the port number (No. 1) 320, or the 
port number (No. 2) 350. 

[0178] Fig. 34 is a thing which explained about sequencing 
property of the index shown in Fig. 32, and has a relation with 
an order of the entry 520 in the management range table 500. 

[0179] In the IP address (No. 1) 310, IP addresses 520b get 
lined up in order from a head of an entry. Also, in the port 
number (No. 1) 320 and the port number (No. 2) 350, they get 
lined up in oder from a small value of the port number. Further, 
in the IP address (No. 2) 340, they get lined up in order from 
the IP address 520b of a next entry of the IP address (No. 1) 
310, and a last one becomes an IP address outside the management 
range . 

[0180] Fig. 35 is a thing which showed an outline of main 
processing of the consolidating function 150, and it is looped 
until an end request is received (step 1200) . 
[0181] When an obtaining request of consolidation MIB from the 
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sub manager agent function 140, an operation is started (step 
1201) . Firstly, an operation is judged (step 1202), and when 
it is a get operation, get processing (step 1203) is carried 
out, and in case of others, get-next processing is carried out 
(step 1204) . 

[0182] Next, error judgment is carried out (step 1205), and 
when there is no error, the above-described service name is 
obtained (step 1206) , and a content of smgSumTcpContext for 
response is assembled (step 1207) . Also, a result response is 
returned to the sub manager agent function 140 (step 1208) . 
[0183] When there is an error, an error response is returned 
to the sub manager agent function 140 (step 1209) . 
[0184] Fig, 36 is a thing which showed an outline of the get 
processing (step 1203), and firstly, decomposition of an index 
shown in Fig. 33 is carried out (step 1250), and in order to 
judge whether it is an IP address which is included in the 
management range (step 1252), the management range table 500 
is referred (step 1251) . 

[0185] When only the IP address (No. 1) is included in the 
management range, get issuance is carried out only to the IP 
address (No. 1) (steps 1253, 1254). 

[0186] In the same manner, when only the IP address (No. 2) 
is included in the management range, get issuance is carried 
out only to the IP address (No. 2) (steps 1255, 1256). 
[0187] However, when the both IP addresses are included in the 
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management range, firstly, get issuance is carried out to the 
IP address (No. 1) (steps 1257, 1258), and only when there is 
no error, get issuance is carried out to the IP address (No. 
2) (steps 1259, 1260, 1261). 

[0188] When the both IP addresses are not included in the 
management range, an error is returned (step 1262) . 
[0189] Fig. 37 is a thing which showed an outline of the get 
issuance which is carried out in Fig. 36. 

[0190] In order to obtain a value of MIB-II effectively, with 
reference to the management range table 500, it is judged whether 
the status 520g of the IP address is "Marginal" or "Normal", 
and the SNMP support information 520j is "snmp" (step 1270) . 
[0191] When the condition is satisfied, conversion of a 
management object identifier shown in Fig. 33 is carried out 
(step 1271), and a get request is issued (step 1272). 
[0192]. Next, judgment of presence or absence of a response of 
the get request and judgment of an error (steps 1273, 1274) are 
carried out, and when the condition is satisfied, an obtained 
result is returned (step 1275) . 

[0193] When the conditions of the step 1270, the step 1273 and 
the step 1274 are not satisfied, an error is returned (steps 
1278, 1277, 1276). 

[0194] Fig. 38 is a thing which showed an outline of the get-next 
processing (step 1204) . 

[0195] Firstly, presence or absence of index designation is 
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judged (step 1280), and when it exists, an index is decomposed 
in the same manner as in the step 1250 (step 1281) . 
[0196] When an index is not designated, next index calculation 
is carried out, in order to obtain a head index (step 1282) . 
[0197] Next, in order to judge whether it is an IP address which 
exists in the management range, the same judgment as in the step 
1252 of Fig, 36 is carried out (step 1284) . 

[0198] In this judgment, when only the IP address (No. 1) is 
included in the management range, get-next issuance (steps 1285, 
1286) is carried out only to the IP address (No. 1) . 
[0199] In the same manner, when only the IP address (No. 2) 
is included in the management range, get-next issuance is carried 
out only to the IP address (No. 2) (steps 1287, 1288). 
[0200] When the both IP addresses are included in the management 
range, firstly, get-next issuance is carried out to the IP address 
(No.. 1) (steps 1289, 1290), and only when there is no error, 
get-next issuance is carried out to the IP address (No. 2) (steps 
1291, 1292, 1293) . 

[0201] When the both IP addresses are not included in the 
management range, an error is returned (step 1294) . 
[0202] Fig. 39 is a thing which showed an outline of next index 
calculation. 

[0203] Firstly, judgment of presence or absence of a designated 
index is carried out (step 1300), and when it does not exist, 
in order to obtain a head index, the management range table 500 
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is searched in order from a head entry, and IP address 520b, 
in which the status 520g is "Marginal" or "Normal", and the SNMP 
support information is "snmp", is used as new IP address (No. 
1) 310 (step 1301) . 

[0204] Also, in the port number (No. 1) 330, "0" is set up, 
and in the IP address (No. 2) 340, "0.0.0.0" is set up, and in 
the port number (No. 2) 350, "0" is set up, respectively. 
[0205] However, when an index exists in the step 1300, in order 
to obtain a next index effectively, the management range table 
500 is searched in order, and in accordance with the order of 
indexes shown in Fig. 34, IP address 520b, which is the IP address 
520b after the IP address (No. 1) 310, and the status 520g is 
"Marginal" or "Normal", and the SNMP support information is 
"snmp", is used as new IP address (No. 1) 310 (step 1305). 
[0206] Fig. 40 is a thing which showed an outline of the get-next 
issuance which is carried out in Fig. 38. 

[ 0207 ] Firstly, in order to obtain a value of MIB- 1 1 effectively, 
with reference to the management range table 500, it is judged 
whether the status 520gof the IP address is "Marginal" or "Normal", 
and the SNMP support information 520j is "snmp" (step 1310) . 
[0208] When the condition is satisfied, conversion of a 
management object identifier shown in Fig. 33 is carried out 
(step 1311), and a get-next request is issued (step 1312). 
[0209] Next, a management object identifier of the obtained 
result is judged (step 1313), and when it is tcpConnState, it 
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is judged whether it is a TCP connection between IP nodes (step 
1314) . 

[0210] When it is the TCP connection between IP nodes, the 
obtained result is returned (step 1315) , and when it is not the 
TCP connection between IP nodes, the get-next issuance is carried 
out again (step 1316) . 

[0211] In the step 1313, when it is not tcpConnState, execution 
of next index calculation and judgment of presence or absence 
of the next index are carried out (steps 1317, 1318), and when 
it exists, the get-next issuance is carried out (step 1319), 
and when it does not exist, an error is returned (step 1320) . 

[0212] When the condition of the step 1310 is not satisfied, 
similar processing to the step 1317 through the step 1320 is 
carried out. 

[0213] (6) Reducing Method of SNMP Trap in Trap Management 
Function 160 

smglntermediaryTrap of Fig. 10 is a thing which defined a sub 
manager extension trap which is relayed by the sub manager 10, 
in order to reduce the number of management packets which are 
used by the SNMP trap, and an extended trap number is "3". 
[ 0214 ] Also, the obtaining community name 4 00 of the environment 
setup file 180 which was explained in Fig. 15 is also used when 
the sub manager 10 issues a sub manager extension trap. The 
trap destination 420 is an IP address of another party to which 
the sub manager 10 issues the sub manager extension trap, and 
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it is possible to designate a plurality of pieces. The trap 
relay interval 450 is time for storing SNMP traps which were 
received from the agent 20 in the management range of the sub 
manager, and in case that the SNMP trap was received during this 
period, they are aggregated to one sub manager extension trap, 
and relayed to the integration manager 50. 

[0215] Fig. 41 is a thing which showed an outline of conversion 
from the SNMP trap that the sub manager 10 received from the 
agent 20 in the management range to the sub manager extension 
trap . 

[0216] A format 1400 of smglntermediaryTrap which is the sub 
manager extension trap is configured by trap header 1410 and 
Variable-bindings 1420 . 

[0217] The trap header 1410 is configured by enterprise 1411, 
agent-adder 1412, generic-trap 1413, specific-trap 1414, 
time-stamp 1415, and sysObjectID of the sub manager 10, IP 
addresses "6", "3" of the sub manager 10, sysUpTime of the sub 
manager 10 are described, respectively. 

[0218] InVariable-bindings 1420, contents of the received SNMP 
traps are described in order. 

[0219] Fig. 42 is a thing which showed details of conversion 
from the SNMP trap to the sub manager extension trap. 
[0220] Variable-bindings 1420 of a format 1400 of 
smglntermediaryTrap is conf iguredmainly by smglpNodelndex 1430, 
smgEnterprise 1431, smgAgentAddr 1432, smgGenericTrap 1433, 
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smgSpecif icTrap 1434, VarBindList 1435. 

[0221] In smglpNode Index 1430, the index number 520a of the 
management range table 500, which corresponds to agent-addr 1462 
which is an IP address which issued SNMP trap, is described. 

[0222] In smgEnterprise 1431, smgAgentAddr 1432, 

smgGenericTrap 1433, smgSpecif icTrap 1434, enterprise 1461, 
agent-addr 1462, generic-trap 1463, specific-trap 1464 of the 
SNMP trap which was received from the agent 20 in the management 
range are described, respectively. 

[0223] In VarBindList 1435, Variable-bindings 1470 of the 
received SNMP trap is described. 

[0224] Fig. 43 is a thing which showed an outline of a reducing 
method of SNMP trap. 

[0225] Firstly, the environment setup file .180 is referred 
(steplSOO), and it is looped until an end request is received 
(step. 1501). 

[0226] Next, securing of a buffer is carried out (step 1502) , 
and it is looped during a period of only the trap relay interval 
450 (see, Fig. 15) (step 1503), and the SNMP trap is received 
(step 1504) . 

[0227] In order to confirm whether the received SNMP trap is 
a thing from the agent 20 in the sub manager management range, 
the IP address 520b and the index 520a are referred from the 
management range table 500 (step 1505) . 

[0228] In case that the received SNMP trap is a thing that the 
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agent 20 in the sub manager management range issued, the index 
520a and the received SNMP trap are stored in the buffer (steps 
1506, 1507) . 

[0229] The sub manager extension trap is assembled f roma content 
of this buffer (step 1508), and the sub manager extension trap 
is issued to the integration manager 50 (step 1509) . After that, 
the buffer is released (step 1510) . 

[0230] As above, the detail of the sub manager 10 which is a 
substantial part of the invention was described, but according 
to the embodiment, there are following advantages as follows, 
by referring to regular collection MIB and real time collection 
MIB which are extended MIB of the sub manager 10 from the 
integration manager 50. 

[0231] (1) Case of referring to Regular collection MIB 
The sub manager 10 issues ping (ICMP echo request packet) and 
SNMP requests on a regular schedule to IP nodes in the sub manager 
management range, and holds its response results as regular 
collection MIB which is one of the sub manager extended MIB, 
and thereby, it is possible to quickly respond to the SNMP 
obtaining request from the integration manager 50. 

[0232] The regular collection MIB comprises such a management 
object identifier that characteristics (index, IP address, host 
name, IP status, response time of ping, SNMP implementated flag, 
IP router implemented flag) of IP node in the sub manager 
management range were expressed by 1 [management object 
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identifier/IP node], and such a management object identifier 
that its individual characteristic is aggregated by the number 
of IP nodes, and therefore, a network administrator at the side 
of the integration manager 50 can secure constituent information 
and status information in the sub manager management range, by 
referring to regular collection MIB of the sub manager 10, in 
conformity to an application. 

[0233] Further, it is possible to reduce the number of management 
packets between the integration manager 50 and the sub manager 
10, by the consolidated number of regular collection MIB. 
[0234] (2) Case of referring to Real time collection MIB 
In accordance with the reference request to real time collection 
MIB, from the integration manager 50 to the sub manager 10, 
management objects of each agent are collected/consolidated in 
real time and returned to the integration manager 50, and 
therefore, it is possible to get hold of the newest status of 
the sub manager management range with small resources (CPU power, 
memory capacity) and small management packet number. Also, it 
is possible to reduce a time error between agents. 
[0235] Also, by managing TCP connection information in the sub 
manager management range as real time collection MIB, it is 
possible to specify IP node and service with high traffic in 
the management range of the sub manager 10, with a small operation 
in the integration manager 50 . Further, it is possible to reduce 
the number of management packets between the integration manager 
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50 and the sub manager 10, as compared to such a case that the 
sub manager 10 does not exist. 

[0236] Further, by issuing the sub manager extension trap, it 
is possible to transmit a change of the sub manager management 
range and SNMP traps which were received from agents, to the 
integration manager 50 effectively. - 

[0237] Meanwhile, ina logical relation viewof Fig. 2, hierarchy 
from the agent to the integration manager is 3 layers, but the 
invention is not limited to this. 
[0238] 

[Advantage of the Invention] As described above, in the 
invention, it is configured that SNMP is used as a communication 
protocol between an agent and a sub manager, and between the 
sub manager and an integration manager, and management objects 
are collected on a regular schedule through an agent which belongs 
to a management range of itself, in the. sub manager, and . the 
collected information is notified to the integration manager 
in MIB format, in response to a reference request from the 
integration manager, and therefore, it is possible to carry out 
hierarchical management of a large-scale communication network, 
by a sub manager with a simple configuration, and on the basis 
of SNMP of IAB management standard. 

[0239] Also, it is configured that, to the reference request 
from the integration manager, a plurality of information from 
each agent which manages a plurality of identifiers is 
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consolidated and notified to the integration manager, and 
therefore, it is possible to transmit management information 
between the integration manager and the sub manager with a small 
amount of management packets, and to manage a large-scale 
communication network with low traffic and at low cost . Further, 
it is possible to reduce a load of the -integrated manner. 
[0240] Also, a network administrator at the side of the 
integration manager can confirm constituent information and 
status information in the sub manager management range, by 
referring to regular collection MIB, in conformity to an 
application. 

[0241] Further, in case that management objects are collected 
in real time and notified to the integration manager, it is 
possible to get hold of the newest status of the sub manager 
management range with a small resources (CPU power, memory 
capacity^) and small management packet number. 
[0242] Also, by managing TCP connection information in the sub 
manager management range as real time collection MIB, obtained 
is such an advantage that it is possible to specify IP node and 
service with high traffic in the management range of the sub 
manager 10, with a small operation in the integration manager. 
[Brief Description of the Drawings] 

[Fig. 1] Fig. 1 is a system block diagram of a system which 
shows one embodiment of a communication networkmanagement system 
in which an integration manager, a sub manager, an agent were 
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placed. 

[Fig. 2] Fig. 2 is a logical relation view which shows a 
logical relation of the integration manager, the sub manager, 
the agent of Fig. 1. 

[Fig. 3] Fig. 3 is a functional block diagram which shows 
a- detailed structure of the sub manager which is a substantial 
part of the invention. 

[Fig. 4] Fig. 4 is an explanatory view which shows a 
definition example (No. 1) of regular collection MIB which is 
sub manager extended MIB. 

[Fig. 5] Fig. 5 is an explanatory view which shows a definition 
example (No. 2) of regular collection MIB which is sub manager 
extended MIB. 

[Fig. 6] Fig. 6 is an explanatory view which shows a definition 
example (No. 3) of regular collection MIB which is sub manager 
extended MIB. 

[Fig. 7] Fig. 7 is an explanatory view' which shows a 
definition example (No. 1) of real time collection MIB which 
is sub manager extended MIB. 

[Fig. 8] Fig. 8 is an explanatory view which shows a 
definition example (No. 2) of real time collection MIB which 
is sub manager extended MIB. 

[Fig. 9] Fig. 9 is an explanatory view which shows a 
definition example (No. 3) of real time collection MIB which 
is sub manager extended MIB. 
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[Fig. 10] Fig. 10 is an explanatory view which shows a 
definition example of a sub manager extension trap. 

[Fig. 11] Fig. 11 is a view which shows a corresponding table 
of a management object which is converted from MIB-II to the 
sub manager extended MIB/ 

[Fig. 12] Fig. 12 is an explanatory view which shows a content 
of smglPNodeContext which is the sub manager extended MIB. 
[Fig. 13] Fig. 13 is an explanatory view which shows a content 
of smgSumTcpContext which is the sub manager extended MIB. 
[Fig. 14] Fig. 14 is a view which shows a corresponding table 
of regular collection MIB to be aggregated. 

[Fig. 15] Fig. 15 is an explanatory view which shows an example 
of an environment setup file. 

[Fig. 16] Fig. 1 6 is an explanatory view which shows a content 
example of a management range table. 

[Fig. 17] Fig. 17 is a schematic PAD viewof a monitoring method 
(main) of the management range. 

[Fig. 18] Fig. 18 is a schematic PAD view of initial setup 
of the management range. 

[Fig. 19] Fig. 19 is a schematic PAD view of monitoring of 
the management range. 

[Fig. 20] Fig. 20 is a schematic PAD view of router judgment. 
[Fig. 21] Fig. 21 is a schematic PAD view of ping processing. 
[Fig. 22] Fig. 22 is a schematic PAD viewof aggregate counting 
processing. 
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[Fig. 23] Fig. 23 is a schematic PAD view of update of the 
management range. 

[Fig. 24] Fig. 24 is a schematic PAD view of update processing. 
[Fig. 25] Fig. 25 is a schematic PAD view of a classifying 
method in a communication control function. 

[Fig. 26] - Fig. 26 is a schematic PAD view of a classifying 
method in a sub manager agent function. 

[Fig. 27] Fig. 27 is an explanatory view which shows a content 
example of a regular collection MIB value management table. 
[Fig. 28] Fig. 28 is a schematic PAD view of a collection 
database management function. 

[Fig. 29] Fig. 29 is an explanatory view which shows a graph 
display example in the integration manager, of an aggregated 
value which is regular collection MIB. 

[Fig. 30] Fig. 30 is an explanatory view which shows an example 
of a TCP connection which a consolidating function targets. 

[Fig. 31] Fig. 31 is an explanatory view which shows formats 
of an index and a value of tcpConnState of MIB-II. 

[Fig. 32] Fig. 32 is an explanatory view which shows formats 
of an index and a value of smgSumTcpContext of real time collection 
MIB. 

[Fig. 33] Fig. 33 is an explanatory view of conversion between 
tcpConnState of MIB- I I and smgSumTcpContext of real time 
collection MIB. 

[Fig . 34 ] Fig . 34 is an explanatory view which shows sequencing 
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property of indexes of real time collection MIB. 
[Fig. 35] Fig. 35 is a schematic PAD view of a consolidating 
method (main) of the management range. 

[Fig. 36] Fig. 36 is a schematic view of a consolidating method 
(get processing) of the management range. 

[Fig. 37] Fig. 37 is a schematic PAD view of a consolidating 
method (get issuance) of the management range. 
[Fig. 38] Fig. 38 is a schematic PAD view of a consolidating 
method (get-next processing) of the management range. 
[Fig. 39] Fig. 39 is a schematic PAD view of a consolidating 
method (next index calculation) of the management range. 
[Fig. 40] Fig. 40 is a schematic PAD view of a consolidating 
method (get-next issuance) of the management range. 
[Fig. 41] Fig. 41 is a conversion view from a SNMP trap to 
a sub manager extension trap. 

[Fig.. 42] . Fig. 42 is a conversion view from the SNMP trap to 
the sub manager extension trap. 

[Fig. 43] Fig. 43 is a schematic PAD view of a reducing method 
of the SNMP trap. 

[Description of Reference Numerals and Signs] 

10, 10a, 10b, 10c sub manager, 20, 20a-l, 20a-2, 20b-l, 

20b-2, 20c agent, 30a, 30c agent non-implemented IP 

node, 50 integration manager, 100 communication 

control function, 110 management range monitoring function, 

120 collection database management function, 130 self 
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agent function, 140 sub manager agent function, 150 

consolidating function, 160 trap management function, 17 

collected MIB database, 180 environment setup file 

500 management range table. 



60 



[Fig. 4] 

fcM&MM I B • ~7 SUB MANAGER REGULAR 

COLLECTION MIB. GROUP 

I^V^v^-^ff • ^-^tt^^^t- i py- K • ?ju-zffrbffi 

fi£-f"So CONFIGURED BY SUB MANAGER AGGREGATE CALCULATION. GROU 
AND SUB MANAGER IP NODE. GROUP 

f-^-v^^-Y—^th • #J\s— 7° SUB MANAGER AGGREGATE 

CALCULATION. GROUP 

WMttMKD I P / — Kft&^-fo SHOWS THE NUMBER OF IP NODES OF 

MANAGEMENT OBJECT 

•9"7T*i?-Y — k Oj^ii 5 Critical KSk4r*"t". SHOWS THE 

NUMBER OF NODES IN WHICH STATUS WITH SUB MANAGER IS Critical 

[Fig. 5] 

^^i6S#^Ei"5y — KfttT7j*i'o SHOWS THE NUMBER OFNODES IN WHICH 

TCP/IP INTERFACE, WHICH CAN COMMUNICATE WITH SUB MANAGER, BUT 
DOES NOT OPERATE, EXISTS 

it©TC P/lP^f y^-7i-7^f)^LTV^y- K*t*^fo 

SHOWS THE NUMBER OF NODES IN WHICH ALL TCP/IP INTERFACES 
OPERATE . 

-r^J*— (D^mffiM^hZ S — K<B$fc&7iH\ SHOWS THE 

NUMBER OF NODES WHICH EXIST IN MANAGEMENT RANGE OF SUB MANAGER 

t^^-;t-©fI»Ptifc5 SNMPSr^lfcy- K<D$c£7jvf 0 

SHOWS THE NUMBER OF NODES WITH SNMP IMPLEMENTED WHICH EXIST 
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IN MANAGEMENT RANGE OF SUB MANAGER 

is-Yr- I Py— K- tf)\s— ~? SUB MANAGER IP NODE. GROUP 

t7v^^t-ofa»i py-K^M-rstf$B^-^^-r 0 shows 

LIST OF INFORMATION REGARDING IP NODES IN MANAGEMENT RANGE OF 
SUB MANAGER. 

[Fig. 1] 

50 INTEGRATION MANAGER 

20-1, 20-2, 20a-l, 20a-2, 20b-l, 20b-2, 20c AGENT 
10a, 10b, 10c SUB MANAGER 

30a, 30c IP NOTE WITH NO AGENT INSTALLED 

[Fig. 2] 

50 INTEGRATION MANAGER 

20a-l, 20a-2, 20b-l, 20b-2, 20c AGENT 
10a, 10c SUB MANAGER 

170a, 170b COLLECTION MIB DATABASE 

snmp/d Y^jv snmp protocol 

SNMP/P F^/WI CMP^n hn/U SNMP PROTOCOL AND ICMP 
PROTOCOL 

I CMP^n h^/U ICMP PROTOCOL 
[Fig. 3] 

10 SUB MANAGER 

WS®lffiX — 77VK7)#f$ REFERENCE OF MANAGEMENT RANGE TABLE 
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170 COLLECTION MIB DATABASE 

110 MANAGEMENT RANGE MONITORING FUNCTION 

URMIA I BtB#<£>f&!rt STORAGE OF COLLECTION MIB INFORMATION 

120 COLLECTION DATABASE MANAGEMENT FUNCTION 

#B8 REFERENCE 
fetfl STORAGE 

IK^M I BfitlX#S* COLLECTION MIB VALUE OBTAINING REQUEST 
j£IUS£ RESULT RESPONSE 

500 MANAGEMENT RANGE TABLE 

REFERENCE 
180 ENVIRONMENT SETUP FILE 
#Bg REFERENCE 
130 SELF AGENT FUNCTION 
140 SUB MANAGER AGENT FUNCTION 

HlftM I BfttEjtftH^ AGGREGATION MIB VALUE OBTAINING REQUEST 

(MI BfltO RESULT (MIB VALUE) RESPONSE 

150 AGGREGATING FUNCTION 
WSUSIffl MANAGEMENT RANGE 

7^"7VK7)#BB REFERENCE OF TABLE 

160 TRAP MANAGEMENT FUNCTION 

SNMPHsfc SNMP REQUEST 
SNMPft^ SNMP RESPONSE 

f-^-v^v 5 ^— t£3I h7 y~f SUB MANAGER EXTENSION TRAP 
SNMP^WlCMPx^-^ SNMP REQUEST AND ICMP ECHO 
REQUEST 
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[Fig. 6] 

UNIQUE VALUE WITH RESPECT TO EACH SYSTEM. THIS VALUE HAS 
TO BE MAINTAINED AS CONSTANT UNTIL SUB MANAGER IS INITIALIZED 
AGAIN 

ENTRY WHICH INCLUDED INFORMATION WITH RESPECT TO EACH IP 
NODE IN MANAGEMENT RANGE . 

INFORMATION TO BE INCLUDED IS AS FOLLOWS. 

(1) IP ADDRESS: SHOWS IP ADDRESS WHICH IS USED IN ORDER FOR 
INTEGRATED MANAGER TO COMMUNICATE WITH HOST . SOFTWARELOOPBACK 
ADDRESS IS NOT USED. 

(2) HOST NAME: SHOWS HOST NAME OF IP NODE IN MANAGEMENT RANGE. 
AS FOR THIS NAME, USED IS APPELLATION WHICH IS DEFINED IN 
/etc/hosts IN HOST WHICH IS USED BY SUB MANAGER. IF NOT DEFINED, 
THIS ITEM BECOMES BLANK. 

(3) STATUS: SHOWS STATUS OF IP NODE IN MANAGEMENT RANGE. 
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VALUE IS AS FOLLOWS. 
<1> NORMAL ARE (Normal) 
<2> WARNING AREA (Marginal) 
<3> DANGEROUS AREA (Critical) 

(4) RESPONSE TIME OF PING: SHOWS RESPONSE TIME OF PING TO IP 
— NODE . 

(5) SNMP SUPPORT INFORMATION: SHOWS WHETHER IP NODE INMANAGEMENT 
RANGE IS SUPPORTING SNMP OR NOT. 

VALUE IS AS FOLLOWS. 

<1> SUPPORT (snmp) 

<2> NON-SUPPORT (nonsnmp) 

(6) ROUTER MANAGEMENT : SHOWS WHETHER IP NODE IN MANAGEMENT RANGE 
IS ROUTER OR NOT. 

VALUE IS AS FOLLOWS. 
<1> ROUTER (router) 
<2> NO ROUTER (host) 
OUTPUT EXAMPLE IS SHOWN AS FOLLOWS. 

[Fig. 7] 

1-7-7 *i?*r— y TfrfJ aiixSm i b • 7 fr— 7 

SUB MANAGER REAL TIME COLLECTION MIB. GROUP 

SHOWS LIST OF TCP CONNECTIONS IN MANAGEMENT RANGE OF SUB 
MANAGER 

TCP=»***>s i'&WI&L-CV^ I PT Kl^£^-fo 
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SHOWS IP ADDRESS WHERE TCP CONNECTION IS ESTABLSHED. 
smgSumTcpServerIP Address X*£i$tlTV^ 7~ K^f ffl Lt^ 

REPRESENTS PORT NUMBER WHICH IS USED BY NODE WHICH IS 
DEFINED BY smgSumTcpServerIP Address. 

[Fig. 8] 

rot - t'7TTC P =i > 3 I'SrWiKLTV^S I 
(smgSumTcpServerIP Address T*^fe$HTV^^ hVXDffi^) &7f1' 0 

SHOWS IP ADDRESS (THE OTHER SIDE OF THING WHICH WAS DEFINED 
BY smgSumTcpServerIP Address) WHERE TCP CONNECTION IS 
ESTABLISHED IN THIS SERVICE. 

smgSumTcpClientlPAddress T"£^ £ftTV^5 I P/— K^^/BLTl^ 

REPRESENTS PORT NUMBER WHICH IS USED BY IP NODE WHICH IS 
DEFINED BY smgSumTcpClientlPAddress 

WSIeHO I P J - vx*sa&<dxM- 

ENTRYOFCONNECTION INFORMATION OFTCPWHICH IS ESTABLISHED 
IN IP NODE IN MANAGEMENT RANGE. INFORMATION TO BE INCLUDED IS 
AS FOLLOWS. 

(1) IP ADDRESS (NO. 1) : SHOWS IP ADDRESS WHERE TCP CONNECTION 
IS ESTABLISHED. 

(2) STATUS (NO. 1) : SHOWS STATUS OF TCP CONNECTION WHICH IS 
ESTABLISHED BY IP NODE WHICH IS DEFINED IN (1). 

VALUE TO BE SET UP IS AS FOLLOWS. 
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<1> unknown (0) : SHOWS THAT IP NODE DESIGNATED IN (1) IS 
OF NON-SUPPORT OF SNMP, OR OUTSIDE MANAGEMENT RANGE OF SUB 
MANAGER. 

<2> closed (1): WAITS FOR ACK FROM OTHER SIDE TCP TO 
CONNECTION CUT-OFF REQUEST. 

<3> listen (2) : WAITS FOR ESTABLISHMENT OF CONNECTION FROM 
OTHER TCP. 

<4> sysSent (3) : WAITS FOR CONNECT I ON ACCEPTANCE FROM OTHER 
SIDE, AFTER CONNECTION REQUEST WAS PROVIDED. 

<5> sysReceived(4) : RECEIVES CONNECTION REQUEST, AND 
REQUESTED CONNECTION ALSO FROM THIS SIDE, AND WAITS FOR ACK TO 
IT. 

<6> established(5) : CONNECTION IS ESTABLISHED, AND IT 
ENTERS IN DATA DISTRIBUTION PHASE. 

[Fig. 9] 

<7> fin waitl(6) : WAITS FOR CONNECTION CUT-OFF REQUEST 
FROM OTHER SIDE TCP, OR PROVIDES CONNECTION CUT-OFF REQUEST, 
AND WAITS FOR ACK TO IT. 

<8> fin wait2(7) : WAITS FOR CONNECTION CUT-OFF REQUEST 
FROM OTHER SIDE TCP. 

<9> close wait (8) : WAITS FOR CONNECTION CUT-OFF REQUEST 
FROM USER. 

<10> last Ack(9) : WAITS FOR ACK FROM OTHER SIDE TCP TO 
CONNECTION CUT-OFF REQUEST. 
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<11> closing (10) : WAITS FOR ACK FROM OTHER SIDE TCP TO 
CONNECTION CUT-OFF REQUEST. 

<12> timeWati (11) : WAITS UNTIL ACK, WHICH WAS PROVIDED 
BY ITSELF, IS PROVIDED TO OTHER SIDE AND PROCESSED. 

(4) IP ADDRESS (NO. 2) : SHOWS IP ADDRESS OF IP NODE (OTHER SIDE 
OF NODE DEFINED IN (1)) WHERE TCP CONNECTION IS ESTABLISHED. 

(5) PORT NUMBER (NO. 2) : SHOWS PORT NUMBER THAT IP NODE, WHICH 
IS DEFINED IN (5), IS USING IN THIS TCP CONNECTION. 

(6) STATUS (NO. 2): SHOWS STATUS OF TCP CONNECTION WHICH IS 
ESTABLISHED BY IP NODE DEFINED IN (1). 

(7) SERVICE NAME: SHOWS SERVICE NAME WHERE THIS TCP CONNECTION 
IS USED. APPELLATION, WHICH IS DEFINED IN /etc/services, IS 
USED. 

OUTPUT EXAMPLE IS SHOWN AS FOLLOWS. 
[Fig. 10] 

I^V^v^— hy yy" SUB MANAGER EXTENSION TRAP 

IT IS TROP FOR NOTIFYING THAT SYSTEM WAS ADDED. 
smglpNodelndex (i, ii^JP £ fltz *r A ftW^J y# XX*h% 0 
smglpNodelndex IS INDEX THAT ADDED SYSTEM HAS. 

IT IS TROP FOR NOTIFYING THAT SYSTEM WAS ADDED. 
smglpNodelndex fi, iiAP £ tltz */7s Ti^So^f V $ * Xh 3 0 
smglpNodelndex IS INDEX THAT ADDED SYSTEM HAS. 
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VALUES OF RELAY TRAP, ENTERPRISE CODE (enterprise) OFAGENT 
WHICH ISSUED TRAP TO BE RELAYED, NETWORK ADDRESS (agent-addr) , 
STANDARD TRAP NUMBER (generic-trap), EXTENSION TRAP NUMBER 
(specific trap) ARE SET UP IN variable-bindings FIELD AS VALUES 
OF smgEnterprise, smgAgentAddr, snigGenericTrap, 

sragSpecificTrap, RESPECTIVELY. 

VALUE OF variable-bindings FIELD OF TRAP TO BE RELAYED 
CONFIGURES A PART OF variable-bindings FILED OF RELAY TRAP, AND 
IS RELAYED TO MANAGER. 

[FIG. 29] 

^tMI B~Cfo5~^7F#i| GRAPH DISPLAY EXAMPLE IN INTEGRATION 
MANAGER, OF AGGREGATION VALUE WHICH IS COLLECTION MIB 

^t^-y© I P7K^ IP ADDRESS OF TARGET GROUP 

})1/VTb\M: 10 (ft) POLLING INTERVAL: 10 (MINUTES) 

M I B-fjS MIB VALUE 

B#Pb1 time 

[Fig. 11] 

ITEM NUMBER 

l|X^i"'5tffft INFORMATION TO BE COLLECTED 

MIB— I I 3r~7\?x.# h£ MIB- 1 1' OBJECT NAME 

~Xfi~ -- OR -- 

^<D{^ OTHERS 
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~77-f^ — FILE 

&&-fZ>-V-7-^*i?-Y—fc&Ml B <D<gmjr7 i?^? MANAGEMENT 
OBJECT NAME OF SUB MANAGER EXTENSION MIB TO BE CONVERTED 

REMARK 

£#llMM I B REGULAR COLLECTION MIB 

!J TlVfj A1|X^M I B -REAL TIME COLLECTION MIB - - -- 

[Fig. 12] 

smglPNodeContext <Dt\M CONTENT OF smglPNodeContext 
I P7 KV'* IP ADDRESS 

HOST NAME 
^7- — $?- STATUS 
ping 0>JE&$SFB$|B1 RESPONSE TIME OF ping 

SNMPf/K 1 - h'ttfS SNMP SUPPORT INFORMATION 

/I/— ^'lf# ROUTER INFORMATION 



[Fig. 13] 

smgSumTcpContext Op^^ 
I PT KW* 

h#-5§- (^©1) 

*t— 1 ) 

I P7K^ (-£©2) 
(^©2) 



CONTENT OF smg Sum Tcp Contex 

IP ADDRESS (NO. 1) 

PORT NUMBER (NO. 1) 

STATUS (NO. 1) 

IP ADDRESS (NO. 2) 

PORT NUMBER (NO. 2) 

STATUS (NO. 2) 

SERVICE NAME 
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[Fig. 14] 

JfH ITEM NUMBER 

MftttMtX'hZlSLMM I BCD smglPNodeContext (Dfa?& 

CONTENT OF smglPNodeContext OF COLLECTION MIB WHICH IS 
TARGET FOR AGGREGATE CALCULATION 
I P7KU7f smglpNode Index <D$t) 

NUMBER OF IP ADDRESSES (OR THE NUMBER OF sing I pNode Index) 
^X^^ ^ STATUS 
/U— ^tt$S ROUTER INFORMATION 

SNMPf^- Mf^ SNMP SUPPORT INFORMATION 

MANAGEMENT OBJECT NAME OF COLLECTION MIB, WHICH 
EXPRESSES AGGREGATE CALCULATION RESULT 
{i% REMARK 

aEM&MM I B REGULAR COLLECTION MIB 

[Fig. 15] 

180 ENVIRONMENT SETUP FILE 

400 OBTAINING COMMUNITY NAME = public # FOR get 
410 SETUP COMMUNITY NAME = abc # FOR get 

420a TRAP DESTINATION = 203.88.48.68 

IP ADDRESS OF # TRAP NOTIFICATION ADDRESS 
420b TRAP DESTINATION = 192.67.318.0 

IP ADDRESS OF # TRAP NOTIFICATION ADDRESS 
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430 



MANAGEMENT RANGE NUMBER =50 



4 40a MANAGEMENT ADDRESS RANGE 



= 200.10.20. 1-70: : : : 



4 40b MANAGEMENT ADDRESS RANGE 



= 200.10.20.100: : : : 



450 



TRAP RELAY INTERVAL =20 



# MINUTE UNIT 



• DEFAULT-OF- MANAGEMENT -RANGE NUMBER 4 30 IS SET TO "100". 

• DESCRIBING METHOD OF MANAGEMENT ADDRESS RANGE 440 IS SET TO 
"MANAGEMENT ADDRESS RANGE = IP ADDRESS COMMUNITY NAME: POLLING 
INTERVAL: TIME-OUT TIME:", WHERE 

DEFAULT OF COMMUNITY NAME IS SET TO "public", 

DEFAULT OF POLLING INTERVAL IS SET TO 5 (MINUTES), AND 

DEFAULT OF TIME-OUT TIME IS SET TO 1 (SECOND). 

• DEFAULT OF TRAP RELAY INTERVAL 450 IS SET TO 10 (MINUTES) . 

[Fig. 30] 

iif^ftii^^ irtSTCPn^^i/gV TCP CONNECTION TO WHICH 
CONSOLIDATING FUNCTION TARGETS 

IfJlfillS MANAGEMENT RANGE 

10 SUB MANAGER 

TCPa^^v'S/' TCP CONNECTION 
*ffti:t5TCP3^'>g > 

TCP CONNECTION WHICH IS TARGETTED 

TCP CONNECTION WHICH IS NOT TARGETTED 
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[Fig. 24] 

Sfr^S UPDATE PROCESSING 

START 

6 o t^tommx 

STEP 760 

-WHETHER IT IS IP ADDRESS WHICH DOES NOT EXIST IN 
MANAGEMENT RANGE TABLE, AND INCLUDED IN MANAGEMENT ADDRESS RANGE? 
END 

*xy:/7 6 i t^t(ommx 

STEP 761 

VALUE OF at Net Address IS ADDED TO BLANK ENTRY OF 
MANAGEMENT RANGE TABLE 

6 2 t^ommx 

STEP 762 

SUB MANAGER EXTENSION TRAP IS ISSUED (ADDED) TO 
INTEGRATION MANAGER 



[Fig. 16] 




500 


MANAGEMENT TABLE 




CONTROL PART 


3-1/ h]) ~ 


ENTRY — 




MANAGEMENT RANGE NUMBER 


510 


CONTENT OF CONTROL PART 


510a 


OBTAINING COMMUNITY NAME 


510b 


SETUP COMMUNITY NAME 
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510c MANAGEMENT RANGE NUMBER 

510d TRAP DESTINATION NUMBER 

51 Oe TRAP DESTINATION TABLE ADDRESS 

Yy y'f'H.%. : f—'7^ trap destination table 

Y 7 y TRAP DESTINATION — 
51 Of TP" -ADDRESS NUMBER 

510g NUMBER OF IP ADDRESS WHERE STATUS IS Critical 

510h NUMBER OF IP ADDRESS WHERE STATUS IS Marginal 

51 0i NUMBER OF IP ADDRESS WHERE STATUS IS Normal 

51 Oj NUMBER OF IP ADDRESS WHERE RUOTER SUPPORT 

INFORMATION IS "router" 

510k NUMBER OF IP ADDRESS WHERE SNMP SUPPORT INFORMATION 

IS "snmp". 

520 CONTENT OF ENTRY 

520a INDEX NUMBER 

520b IP ADDRESS 

520c COMMUNITY NAME WHICH WAS DESIGNATED TO MANAGEMENT 

ADDRESS RANGE 

520d POLLING INTERVAL WHICH WAS DESIGNATED TO MANAGEMENT 

ADDRESS RANGE 

520e TIME-OUT TIME WHICH WAS DESIGNATED TO MANAGEMENT 

ADDRESS RANGE 

52 Of HOST NAME 

52 0g STATUS 

520h RESPONSE TIME OF ping 
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520i EARLIEST TIME WHEN RESPONSE OF ping DISAPPEARED 

52 Oj SNMP SUPPORT INFORMATION 

520k ROUTER SUPPORT INFORMATION 
(* 1 ) : (*) : MEANS --. 

ut (* 2) $k&i>mmo 

[Fig. 27] 

800 FLAG 

h V YES 

ft L NO 

210 IP ADDRESS 

220 HOST NAME 

230 STATUS 

smglPNodeContext <Dfa^ CONTENT OF smglPNodeContext 

24 0 RESPONSE TIME OF ping 

250 SNMP SUPPORT INFORMATION 

2 60 ROUTER INFORMATION 

[Fig. 17] 

MONITORING METHOD (MAIN) OF MANAGEMENT RANGE 
START 

^f^6 o o tzomwx 

STEP 600 

INITIAL DETERMINATION OF MANAGEMENT RANGE 
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*xy:/6 1 0 bZ<Dm.WX 
STEP 610 

LOOP UNTIL END REQUEST IS RECEIVED 
iftt-7 END 

2 0 <t^tf)I^;£ 

STEP -620 

MONITOR OF MANAGEMENT RANGE 

^x^y6 3 o t^(Dmmx 

STEP 630 

AGGREGATE CALCULATION PROCESSING 

^X^^6 4 0 bZ<DUWX 
STEP 640 

UPDATE OF MANAGEMENT RANGE 



[Fig. 18] 

IfSf&IStf^lffiixS: INITIAL SETUP OF MANAGEMENT RANGE 

START 

5 o t^tommx 

STEP 650 

REFERENCE OF ENVIRONMENT SETUP FILE 

*7^^6 5 1 tzvmwx 

STEP 651 

SETUP OF MANAGEMENT RANGE TABLE 

5 2 tz<Dmwx 

STEP 652 



76 



OBTAIN atNetAddress FROM SELF AGENT FUNCTION OF SUB 
MANAGER ITSELF 

STEP 653 

LOOP ONLY BY NUMBER OF atNetAddress, DURING SUCH 
A PERIOD THAT BLANK ENTRY EXISTS IN MANAGEMENT RANGE TABLE 
&7 END 

STEP 654 

WHETHER VALUE OF atNetAddress IS INCLUDED IN 
MANAGEMENT ADDRESS RANGE 

STEP 655 

ISSUE ping TO IP NODE WITH VALUE OF atNetAddress 

^f^7 c 6 5 6 ttomwx 

STEP 656 

THERE IS RESPONSE OF ping? 
STEP 657 

SETUP VALUE OF atNetAddress IN IP ADDRESS OF BLANK 
ENTRY OF MANAGEMENT RANGE TABLE 

x^yfe 5 8 t^tfommx 

STEP 658 

ISSUE (ADD) SUB MANAGER EXTENSION TRAP TO 
INTEGRATION MANAGER 
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5 9 bZVWfiX 
STEP 659 

THE FOLLOWING VALUES ARE SET UP WITH REFERENCE TO 
MANAGEMENT ADDRESS RANGE OF ENVIRONMENT SETUP FILE 

• COMMUNITY NAME 

• POLLING INTERVAL 

• TIME-OUT TIME 

STEP 660 

RELEVANT HOST NAME IS SET UP, WITH REFERENCE TO 
/etc/hosts FILE 

STEP 661 

STATUS <- "Normal" 

[Fig. 19] 

If SIqISco^!!. monitor of management range 

start 

STEP 670 

REFERENCE OF MANAGEMENT RANGE TABLE 

*7-y7Q 7 l b*:<Dm\X 

STEP 671 

LOOP BY ENTRY NUMBER OF MANAGEMENT RANGE TABLE 
&T END 
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7 2 k%(Dmnx 

STEP 672 

ping PROCESSING 

^7-7^6 7 3 tt<Dmmx 

STEP 673 

- WHETHER THERE IS IP ADDRESS-, AND STATUS IS OTHER 
THAN "Critical"? 
xr-y76 7 4 k^omWX 

STEP 674 

ISSUE SNMP REQUEST TO RELEVANT IP ADDRESS, IN ORDER 
TO OBTAIN VALUES OF MIB-II SHOWN AS FOLLOWS 

7^7- V 7° 6 7 5 tZOmWX 
STEP 675 

THERE IS RESPONSE OF SNMP REQUEST? 

^r 5 '7 > 6 7 6 t^commx 

STEP 676 

"snmp" IS SET UP IN SNMP SUPPORT INFORMATION 

^T5/7 i 6 7 7 ttommx 

STEP 677 
ROUTER JUDGMENT 

^f^6 7 8 ttomnx 

STEP 678 

"nonsnmp" IS SET UP IN SNMP SUPPORT INFORMATION 

*ry7°6 7 9 tt<Dmmx 
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STEP 679 

"host" IS SET UP IN ROUTER INFORMATION 

^f5//6 8 o tzvrnmx 

THERE IS CHANGE OF RELEVANT ENTRY? 
^T«>/6 8 1 b%<D&fflX 
STEP 681 

STORE CHANGE INFORMATION IN COLLECTION DATABASE 

MANAGEMENT 



[Fig. 31] 

M I B - I I <T> tcpConnState (D^O^fy ? X b1fc<DJ&& 

FORMATS OF INDEX AND VALUE OF tcpConnState OFMIB-II 
tcpConnState Wflt/^i * h feSSi 1 (fiUMIB-I ICtcp 

MANAGEMENT OBJECT IDENTIFIER OF tcpConnState (IN THIS 
REGARD, HOWEVER, AFTER tcp OF MIAB-II) 
O-^/WI P7K^ LOCAL IP ADDRESS 



P-*/WTCP^- h 
tcpConnState CQ0"J 



LOCAL TCP PORT 
REMOTE IP ADDRESS 
REMOTE TCP PORT 
INDEX 

EXAMPLE OF tcpConnSate 

STATUS 

FOR EXAMPLE, 



[Fig. 20] 
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ROUTER JUDGMENT 



START 



7,7- 6 9 0 i^Ot&l^ 
STEP 690 

"host" IS SET UP IN ROUTER SUPPORT INFORMATION 
* T V -f 6 9 1-t ^(DUmX 



XTy? 6 9 2 t : t<DmWX 
STEP 692 

VALUE OF if Number IS "2" OR MORE? 
^7-7/6 9 3i^PU 
STEP 693 

THERE ARE A PLURALITY OF INTERFACES WHERE VALUE OF 
ifType' IS OTHER THAN "24" (*), AND VALUES OF ITS if OperStatus 
ARE ALL "1" (up) ? 

^-^6 9 Attcomm^c 

STEP 694 

"router" IS SET UP IN ROUTER SUPPORT INFORMATION 

9 5 ttoimWX 
STEP 695 

"Norma+" IS SET' UP IN STATUS 

^7^/6 9 6 tzomwx 



STEP 691 



VALUE OF ipForwarding IS "1" (gateway)? 



END 



STEP 696 
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"Marginal" IS SET UP IN STATUS 

9 7 tZKOmmX 
STEP 697 

"Normal" IS SET UP IN STATUS 

x ^5/^6 9 8 t^tfommx 

STEP 698 

VALUE OF if Number IS "2" OR MORE? 

^y-fs 9 9 t^(Dmmx 

STEP 699 

THERE ARE A PLURALITY OF INTERFACES WHERE VALUE OF 
ifType IS OTHER THAN "24" (*), AND VALUES OF ITS ifOperStatus 
ARE ALL "1" (up) ? 

7,=fvfi o o t^commx 

STEP 700 

"Normal" IS SET UP IN STATUS 

^f^7*7 o i t^commx 

STEP 701 

"Marginal" IS SET UP IN STATUS 
*T yZ?7 0 2 bfDmWJc 
STEP 702 

"Normal" IS SET UP IN STATUS 
(*) "24" OF ifType MEANS "sof twareLoopback" . 

[Fig. 32] 

!J 7/1^ 4 ixJlXllM I B (D smgSumTcpContext 0)4 y $ * t ifeCDfttt 
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FORMATS OF INDEX AND VALUE OF smgSumTcpContext OF REAL 
TIME COLLECTION MIB 



■4 y?~ yfx 

I P7K^ (^©1) 

(t©i) 
I P7K^ (^©2) 



INDEX 

IP ADDRESS (NO. 1) 
PORT NUMBER (NO. 1) 
IP ADDRESS (NO. 2) 
PORT NUMBER (NO. 2) 
VALUE 



sragSumTcpCotext <Dfa& CONTENT OF smgSumTcpContext 



[Fig. 21] 

p i ngfel ping PROCESSING 

START 

STEP 710 

CLEAR RESPONSE TIME OF ping 
STEP 711 

ISSUANCE OF ping 

^f^7 1 2 ^-totftws: 

STEP 712 

THERE IS RESPONSE OF ping? 
ifet-T END 

i 3 £*-<0fftE:fc 

STEP 713 
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SET UP RESPONSE TIME OF ping 

^7 77*7 1 4t^(ommx 

STEP 714 

CLEAR EARLIEST TIME WHEN RESPONSE OF ping 

DISAPPEARED 

^"ry-fl 1 5 t^CDWmX 
STEP 715 

SNMP SUPPORT INFORMATION IS "nonsnmp"? 
*7-y?7 1 6i«X 
STEP 716 

STATUS <r- "Normal" 
STEP 717 

STATUS <- "Marginal" 

^x5/7°7 1 8 ttfommx 

STEP 718 

STATUS <- "Critical" 

^y-fi 1 9 t^commic 

STEP 719 

THERE IS EARLIEST TIME WHEN RESPONSE OF ping 

DISAPPEARED? 
^y-fl 2 0 kt<DmWX 
STEP 720 

GIVEN LENGTH OF TIME (E.G. , 1 WEEK) HAS PASSED FROM 
THE EARLIEST TIME? 
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^f7/7 2 1 t^commx 

STEP 721 

DELETE CONTENT (IP ADDRESS) OF THE ENTRY 

*xs/7°7 2 2 kzvmwx 

STEP 722 

ISSUE- (DELETE) SUB MANAGER EXTENSION TRAP TO 
INTEGRATION MANAGER 

KTy-fl 2 3 kZ<Dm.WX 
STEP 723 

CURRENT TIME IS SET IN EARLIEST TIME WHEN RESPONSE 
OF ping DISAPPEARED 

[Fig. 22] 

^I+M'JS AGGREGATE CALCULATION PROCESSING 

FMa START 

o t^(ommx 

STEP 730 

REFERENCE OF MANAGEMENT RANGE TABLE 

^fj/7*7 3 1 tt<Dmmx 

STEP 731 

CLEAR OF COUNTER 

^fy-fi 3 2 ^^(omm-x 

STEP 732 

LOOP BY ENTRY NUMBER OF MANAGEMENT RANGE TABLE 
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T.fy-fi 3 3 t^mmx 

STEP 733 

THERE IS IP ADDRESS? 

Tsf-y-fl 3 4kZ<omWX 

STEP 734 

COUNT UP (+1) smgTotalManagedNodeNumber 

^f';7*7 3 5 tz<Dm.mx 

STEP 735 
STATUS? 

STEP 736 

COUNT UP (+1) smgTotalCriticalNodeNumber 
^X-y7°7 3 7 i^rO^^C 
STEP 737 

COUNT UP (+1) smgTotalMarginalNodeNumber 

775/t"7 3 8 t^tommx 

STEP 738 

COUNT UP (+1) smgTotalNormalNodeNumber 
^x-y7°7 3 9 bt<ommX 
STEP 739 

ROUTER SUPPORT INFORMATION 

*7-y?7 4 o tzomnx 

STEP 740 

COUNT UP (+1) smgTotalRouterNodeNumber 

^f-y7"7 4 i t^comnx 
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STEP 741 

SNMP SUPPORT INFORMATION 
STEP 742 

COUNT UP (+1) smgTotalSnmpSupportNodeNurober 

^fy/7 4 3i«^- 
STEP 743 

THERE IS CHANGE OF AGGREGATE CALCULATION RESULT 
(VALUE OF COUNTER)? 

STEP 744 

STORE IN COLLECTION DATABASE MANAGEMENT 
JUT END 



[Fig. 23] 

W3UOT<E>3L0r UPDATE OF MANAGEMENT RANGE 

0B#} START 

7.Tv~7l 5 0 ir*r©tfc91:fc 

STEP 750 

GIVEN LENGTH OF TIME (E.G., 3 HOURS) HAS PASSED FROM 
PREVIOUS UPDATE TIME? 

^7/751 i^e^rax 

STEP 751 

LOOP DURING SUCH A PERIOD THAT THERE IS BLANK ENTRY 
IN MANAGEMENT RANGE TABLE, AND THERE IS IP ADDRESS WHERE STATUS 
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IS OTHER THAN "Critical" AND SNMP SUPPORT INFORMATION IS "snmp" 
5 2 t^(OmniC 
STEP 752 

ISSUE SNMP REQUEST IN ORDER TO OBTAIN VALUE OF 
atNetAddress FROM IP ADDRESS OF RELEVANT ENTRY 

. STEP 753 
THERE IS RESPONSE OF SNMP REQUEST? 

*7-y?7 5 4 t^(Dmmic 

STEP 754 

LOOP DURING SUCH A PERIOD THAT THERE IS BLANK ENTRY 
IN MANAGEMENT RANGE TABLE, AND BY NUMBER OF VALUE OF atNetAddress 

^f5//7 5 5 kzvmwx 

STEP 755 

UPDATE PROCESSING 
STEP 756 

"Critical" IS SET UP IN STATUS 

[Fig. 25] 

mvftrtjfm (mimmmm) 

CLASSIFYING METHOD (COMMUNICATION CONTROL FUNCTION) 
f$£q START 

STEP 770 
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LOOP UNTIL END REQUEST IS RECEIVED 
%&T END 

*7-y~fl 7 1 kZcDUWJC 
STEP 771 

DATA WAS RECEIVED? 

*x y Zf 7 7 2 £ Z<DmWX 
STEP 772 

OBJECT IDENTIFIER IS SUB MANAGER EXTENSION MIB? 
^75/^7 7 3 tt<DmWX 
STEP 773 

NOTIFY TO SUB MANAGER AGENT FUNCTION 

7f-7^7 7 4^©PM 
STEP 774 

NOTIFY TO SELF AGENT FUNCTION 

7 7 5 ^^^^5: 
STEP 775 

RESPOND TO INTEGRATION MANAGER 

*=Ty7i 7 6 tzommx 

STEP 776 

NOTIFY TO TRAP MANAGEMENT FUNCTION 
^(Difa OTHERS 

[Fig. 26] 

CLASSIFYING METHOD (SUB MANAGER AGENT FUNCTION) 
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MMft START 

Tsy- - 7 y 7 8 okzvmm*. 

STEP 780 

LOOP UNTIL END REQUEST IS RECEIVED 
STEP 781 

DATA WAS RECEIVED? 

^■^7 8 2 t^ommx 

STEP 782 

COMMUNITY NAME ACCORDS AND IT IS OBTAINING REQUEST? 

x??77 8 3 tt(ommx 

STEP 783 

SNMP REQUEST IS get-next OPERATION? 

^^^•^7 8 4 t^(Dmmx 

STEP 784 

CALCULATE NEXT OBJECT IDENTIFIER 

^fy^7 8 5 tt<DUmX 
STEP 785 

OBJECT IDENTIFIER IS REGULAR COLLECTION MIB? 
STEP 786 

NOTIFY TO COLLECTION DATABASE MANAGEMENT FUNCTION 

^7y^7 8 7 tzomnx 

STEP 787 

NOTIFY TO CONSOLIDATING FUNCTION 
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*X 5/7*7 8 8 <t-?r(Dlft0^5: 
STEP 788 

RETURN ERROR RESPONSE TO COMMUNICATION CONTROL 

FUNCTION 

*xs/7*7 8 9 ttommx 

STEP 789 

ASSEMBLE SNMP RESPONSE 

^f«^7 9 0 ir^rom^^: 
STEP 790 

RETURN SNMP RESPONSE TO COMMUNICATION CONTROL 

FUNCTION 

^rOftfi, OTHERS 
END 

[Fig. 33] 

M I B - I I <D tcpConnState tM^M I B (D smgSumTcpContext <£>£&[g| 
EXCHANGE VIEW OF tcpConnState OF MIB-II AND 
smgSumTcpContext OF CONSOLIDATION MIB 

INFORMATION WHICH IS OBTAINED FROM IP ADDRESS (NO. 1) 
tcpConnState (D^S^v 5 ^ ^ <D4 >7 y ? * 

INDEX OF MANAGEMENT OBJECT IDENTIFIER OF tcpConnState 
1120 LOCAL IP ADDRESS 

1130 LOCAL TCP PORT 

1140 REMOTE IP ADDRESS 
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1150 REMOTE TCP PORT 

tcpConnState (DM EXAMPLE OF tcpConnState 

1160 STATUS 

smgSumTcpContext (Dfa^ CONTENT OF smgSumTcpContext 

310 IP ADDRESS (NO. 1) 

320 PORT NUMBER (NO. 1) 

330 STATUS (NO. 1) 

34 0 IP ADDRESS (NO. 2) 

350 PORT NUMBER (NO. 2) 

3 60 STATUS (NO. 2) 

370 SERVICE NAME 

ipxkix* (*©2) t*t>wm-t&tim 

INFORMATION WHICH IS OBTAINED FROM IP ADDRESS (NO. 2) 
114 0 LOCAL IP ADDRESS 

1150 LOCAL TCP PORT 

1120 REMOTE IP ADDRESS 

1130 REMOTE TCP PORT 

tcpConnState (D^M^is * ? M^JT-cTM yt^ 
117 0 STATUS 

tcpConnState <7)f*]3=? 
[Fig. 28] 

COLLECTION DATABASE MANAGEMENT FUNCTION 
Hnl#J END 
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^fy^s 2 o tzommx 

STEP 820 

LOOP UNTIL END REQUEST IS RECEIVED 
STEP 821 

DATA WAS RECEIVED? 
OBTAINING REQUEST 
STORING REQUEST 
REFERENCE REQUEST 

STEP 822 

get-next OPERATION? 

STEP 823 

CALCULATE NEXT INDEX 

^7^/8 2 4 1 commie 

STEP 824 

DESIGNATED INDEX EXISTS? 

^"r y-fS 2 5 i^-oraX 
STEP 825 

ASSEMBLE COLLECTION MIB VALUE FOR RESPONSE 

^fyy8 2 6 bZ<DmWJ: 

STEP 826 

RETURN RESULT TO SUB MANAGER AGENT FUNCTION 

^rj/^8 2 7 tzownx 
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STEP 827 

RETURN ERROR RESPONSE TO SUB MANAGER AGENT FUNCTION 

*7-y7% 2 8 t^(ommx 

STEP 828 

UPDATE DESIGNATED CONTENT, AMONG INFORMATION WHICH 
IS STORED IN MEMORY AND CONFIGURES COLLECTION MIB VALUE 

2 9t^(Dmmx 



3 OkZOWftX 
STEP 830 

PROVIDE DESIGNATED CONTENT, AMONG INFORMATION 
WHICH CONFIGURES COLLECTION MIB VALUE 



STEP 829 



UPDATE CONTENT OF COLLECTION MIB DATABASE 



END 



[Fig. 34] 



SEQUENCING PROPERTY OF INDEXES OF REAL TIME 



COLLECTION MIB 



-f yf* y # * <DM& ORDER OF INDEX 



INDEX -- 



CONTENT OF INDEX 



310 



IP ADDRESS (NO. 1) 



320 



PORT NUMBER (NO. 1) 



330 



IP ADDRESS (NO. 2) 
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340 PORT NUMBER (NO. 2) 

Y ] J ~CQ I P7 IP ADDRESS OF ENTRY — 

'h£<^ SMALL 
^#V^ LARGE 

[Fig. 35] 

CONSOLIDATING METHOD (MAIN) OF MANAGEMENT RANGE 
START 

x^yzfi 2 o ot^commx 

STEP 1200 

LOOP UNTIL END REQUEST IS RECEIVED 

^7^1201 t^tcommx 

STEP 1201 

DATA WAS RECEIVED? 
Etflf^:* OBTAINING REQUEST 

^yfi 2 o 2 ttcommx 

STEP 1202 

get OPERATION? 

*XS/7°1 2 0 3 <h^-offtPj?:$c 

STEP 1203 
get PROCESSING 
^fy^l 2 0 4 k^CDmWX 
STEP 1204 

get-next PROCESSING 
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*tv7\ 2 o 5 t^omnx 

STEP 1205 
NO ERROR? 

^7^7*1 206 tzomwx 

STEP 1206 

OBTAIN RELEVANT SERVICE -NAME WITH- REFERENCE TO 
/etc/services FILE 

^f-^l 2 0 7 kZOWKX 
STEP 1207 

ASSEMBLE REAL TIME COLLECTION MIB VALUE FOR RESPONSE 

2 0 8 tZtoWRX 
STEP 1208 

RETURN RESULT RESPONSE TO SUB MANAGER AGENT FUNCTION 

xy-yzfi 2 o 9 t^<omnx 

STEP 1209 

RETURN ERROR RESPONSE TO SUB MANAGER AGENT FUNCTION 
END 

[Fig. 37] 

g e t3§fT get ISSUANCE 
START 

^y- yzfi 2 7 o t^(ommx 

STEP 1270 

STATUS OF THE RELEVANT ADDRESS IS "Marginal" OR 
"Normal" AND SNMP IS SUPPORTED? 
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STEP 1271 

CONVERSION OF MANAGEMENT OBJECT IDENTIFIER 

^f-;7*i 272 tt(nmmx 

STEP 1272 

ISSUANCE OF get REQUEST 
STEP 1273 

THERE IS RESPONSE? 

2 7 4 £-£<E>tft91:a: 
STEP 1274 
NO ERROR? 
^r->7*1 2 75 ir^i&TO 
STEP 1275 

RETURN OBTAINED RESULT 

^777*1276 t^(Dmmx 

STEP 1276 

ERROR OCCURRENCE 

^75/7*1 2 7 7 tzomnx 

STEP 1277 

ERROR OCCURRENCE 

^7 77*1 2 7 8 tzomwx 

STEP 1278 

ERROR OCCURRENCE 

END 
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[Fig. 36] 

get get PROCESSING 

Wbk START 

STEP 1250 

FOLLOWING INFORMATION IS OBTAINED BY DECOMPOSING 

INDEX 

• IP ADDRESS (NO. 1) 

• PORT NUMBER (NO. 1) 

• IP ADDRESS (NO. 2) 

• PORT NUMBER (NO. 2) 

^f^i25i t*<ovmx 

STEP 1251 

REFERENCE OF MANAGEMENT RANGE TABLE 
STEP 1252 

IP ADDRESS (NO. 1) AND IP ADDRESS (NO. 2) ARE INCLUDED 
IN MANAGEMENT RANGE? 

I P7K^ 1) t£H ONLY IP ADDRESS (NO. 1) 

I PTRU* (t©2) tzlj ONLY IP ADDRESS (NO. 2) 

BOTH 

■ZOitiL OTHERS 

^7^1 2 5 3 tzow&x 

STEP 1253 
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TO IP ADDRESS (NO. 1) 

STEP 1254 
get ISSUANCE 

STEP- 1255 

TO IP ADDRESS (NO. 2) 

STEP 1256 
get ISSUANCE 

^fy/i257 tzommx 

STEP 1257 

TO IP ADDRESS (NO. 1) 

^fy/1 2 5 8 t^mmx 

STEP 1258 
get ISSUANCE 

^7-^1 2 5 9 tZ<Dm.WX 
STEP 1259 
NO ERROR? 

^7$/7'i 2 6 0 tt(Dm.mx 

STEP 1260 

TO IP ADDRESS (NO. 2) 
^7-7^126 1 t^COra^C 
STEP 1261 
get ISSUANCE 
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2 6 2 ttcommx 

STEP 1262 
ERROR OCCURRENCE 
#£7 END 

[Fig. 41] 

snmp v7frbVzf^*-V^VmY7 yzf^<DW&m (UW) 

CONVERSION VIEW (OUTLINE) FROM SNMP TRAP TO SUB MANAGER 
EXTENSION TRAP 

smglntermediaryTrap <D^^ FORMAT OF smglntermediaryTrap 

1410 trap header 

SNMP hyyy" (^©1) ^(D^VT AREA FOR SNMP TRAP (NO. 1) 

SNMP b7 y~f (^<D2) R}(D^})T ARE FOR SNMP TRAP (NO. 2) 

CONVERSION 

1450 SNMP TRAP (NO. 1) 

14 60 TRAP HEADER 

1480 SNMP TRAP (NO. 2) 

bv y "7°^ y y TRAP HEADER 

[Fig. 38] 

ge t-next get-next PROCESSING 

MM START 

*x y 7° 1 2 8 o t ^(Dmmx 

STEP 1280 
THERE IS INDEX? 
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STEP 1281 

FOLLOWING INFORMATION IS OBTAINED BY DECOMPOSING 

INDEX 

• IP ADDRESS (NO. 1) 

• PORT NUMBER (NO. 1) 

• IP ADDRESS (NO. 2) 

• PORT NUMBER (NO. 2) 

Tsfy-fY 2 8 2 k.*:(MSffi% 
STEP 1282 

NEXT INDEX CALCULATION 

T.'Ty-fX 2 8 3 t^<D®MX 
STEP 1283 

REFERENCE OF MANAGEMENT RANGE TABLE 

7fy/1.2 8 4 i-eoS&Wlfc 
STEP 1284 

IP ADDRESS (NO. 1) AND IP ADDRESS (NO. 2) ARE INCLUDED 
IN MANAGEMENT RANGE? 

I P7 (■€:<£> 1) £tt ONLY IP ADDRESS (NO. 1) 

I P7 2) /ctt ONLY IP ADDRESS (NO. 2) 

pj^ BOTH 

^Ol OTHERS 

Xj-y-fl 2 8 5it^J 
STEP 1285 

TO IP ADDRESS (NO. 1) 
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*TV?l 2 8 6 ktomWJC 
STEP 1286 
get-next ISSUANCE 

^7j/^i 2 8 7 t^ommx 

STEP 1287 

TO IP ADDRESS (NO. 2) 

^7^1288 tzomnjc 

STEP 1288 
get-next ISSUANCE 
^"ry-fl 2 8 9 £^:<Dt&Pj1;£ 
STEP 1289 

TO IP ADDRESS (NO. 1) 

290 btvmwx 

STEP 1290 
get-next ISSUANCE 

7ry7i 291 t^comm^. 

STEP 1291 
NO ERROR? 
2 9 2 

STEP 1292 

TO OTHER SIDE ADDRESS OF TCP CONNECTION 

77^7*1 2 9 3 t^vmWJ: 

STEP 1293 
get-next ISSUANCE 

^7-7^1 294 ttomnx 
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STEP 1294 

ERROR OCCURRENCE 

END 



[Fig. 39] 

IkJ yf'V # X&tiH- NEXT INDEX CALCULATION 
Witp START 

STEP 1300 

NO INDEX DESIGNATION? 
(HEAD) 

^fy/ l 3 0 1 bZomWX 

STEP 1301 

MANAGEMENT RANGE TABLE IS SEARCHED IN SEQUENCE, AND 
IP ADDRESS OF ENTRY WHERE STATUS IS "Marginal" OR "Normal" AND 
SNMP IS SUPPORTED IS SET TO IP ADDRESS (NO. 1) 

*T y -f 1 3 0 2 t ^<DUmX 
STEP 1302 

"0" IS SET UP IN PORT NUMBER (NO. 1) 
^7-7/1 3 0 3 t^KDUmX 
STEP 1303 

"0.0.0.0" IS SET UP IN IP ADDRESS (NO. 2) 
^fj/7'1 3 0 4 kZOUWX 
STEP 1304 

"0" IS SET UP IN PORT NUMBER (NO. 2) 
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7f-^i3o 5 tzomwx 

STEP 1305 

MANAGEMENT RANGE TABLE IS SEARCHED IN SEQUENCE, AND 
IP ADDRESS OF ENTRY WHERE NEXT STATUS OF IP ADDRESS (NO. 1) 
DESIGNATED IS "Marginal" OR "Normal" AND SNMP IS SUPPORTED IS 
SET TO IP ADDRESS (NO. 1) 
1*7 END 

[Fig. 40] 

g e t - n e x t Wrt get-next ISSUANCE 

f&W START 

STEP 1310 

STATUS OF THE RELEVANT IP ADDRESS IS "Marginal" OR 
"Normal" AND SNMP IS SUPPORTED? 

^y-yfi 3 1 1 ttommx 

STEP 1310 

CONVERSION OF MANAGEMENT OBJECT IDENTIFIER 

^f->/i 3 1 2tt<Dmmx 

STEP 1312 

ISSUANCE OF get-next REQUEST 

^f*^i3i3 t^nmmx 

STEP 1313 

OBTAINED RESULT IS VALUE OF tcpConnState? 
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STEP 1314 

TCP CONNECTION BETWEEN IP NODES? 

3 1 sttommic 

STEP 1315 

RETURN OF OBTAINED RESULT 

^fy/l 3 1 6 k^OmWJC 
STEP 1316 
get-next ISSUANCE 

STEP 1317 

NEXT INDEX CALCULATION 

^'^13 18 t^(Dumx 

STEP 1318 

THERE IS NEXT INDEX? 
*7-y7°l 3 1 9 ^©Pli 
STEP 1319 
get-next ISSUANCE 

STEP 1320 

ERROR OCCURRENCE 

^ry/i 3 2 1 t^^mmx 

STEP 1321 

NEXT INDEX CALCULATION 
STEP 1322 
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THERE IS NEXT INDEX? 

7fy/l 3 2 3 hZCD&mX 

get-next ISSUANCE 

^fy/i 3 2 4tt<Dmmx 

STEP 1324 
ERROR OCCURRENCE 
&7 END 

[Fig. 42] 

SNMP h^y^b^^-^JSKh^y^oaEJftH (HIS) 

CONVERSION VIEW FROM SNMP TRAP TO SUB MANAGER EXTENSION 
TRAP (DETAIL) 

smglntermediaryTrap (DM^. FORMAT OF smglntermeriaryTrap 

SNMP Yyyf (t©l) <Dj&&. FORMAT OF SNMP TRAP (NO. 1) 
(ft) OIDI1 Obj ectl D£^1" 0 

(NOTE) OID DESIGNATES Object ID. 

[Fig. 43] 

SNMP h 7 yyoWlMJj^Z REDUCING SYSTEM OF SNMP TRAP 
TMa START 
77 5/^1 5 0 Ot^fDUmX 
STEP 1500 

REFERENCE OF ENVIRONMENT SETUP FILE 

^7^1501 tt(Dmmx 

STEP 1501 
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LOOP UNTIL END REQUEST IS RECEIVED 

^f7^i 5 0 2 tt(ommx 

STEP 1502 

SECURING OF BUFFER 
^f^l 5 0 3 k^<DUWX 
STEP 1503 

LOOP DURING PERIOD OF TRAP RELAY TIME INTERVAL 

^fs//i 5 0 4 t^(Dmmx 

STEP 1504 

RECEPTION OF SNMP TRAP 

^fy^l 5 0 5 k*<DW!fiX 
STEP 1505 

IP ADDRESS AND INDEX ARE REFERRED FROM MANAGEMENT 

RANGE TABLE 

^7->71 5 0 6HOM 
STEP 1506 

RECEIVED SNMP TRAP IS ONE WHICH WAS ISSUED BY AGENT 
IN MANAGEMENT RANGE? 
^7-y7"l 5 0 7 t^(DUmX 

STEP 1507 

STORE INDEX AND SNMP TRAP IN BUFFER 
STEP 1508 

ASSEMBLING OF SUB MANAGER EXTENSION TRAP 

7s=r yzfi 5 o 9 kZO&WJ: 
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STEP 1509 

ISSUE SUB MANAGER EXTENSION TRAP TO INTEGRATION 

MANAGER 

*7-y7l 5 1 Qb*<D$ffiX 

STEP 1510 

RELEASE OF BUFFER 
<&T END 
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v^mmm 1 6 o icii^-r^o 

[0 0 3 6] (2) V9IKBE«ttttl 1 0 
*:/^*-S*ir 1 0^5/ hP-* Lfc« 
fflS77-f/H 8 0&IMBU 1 0 <0 

«3i«SBi LT»jeS*tfc I P7 Ki^0«B*:*»1- 
S. »££;h,fc I PT K^8 (ai-i;*^ h(0HJg# 
ffU:toM?e>&10) I^LX, MI B-II-eSftSiUfc 
Wfi«>»31^^*^ h^A1#-r-5fc«)OSNMP^* 
*5j;rji CMP.a:=i-S*SrSMtt^»ffU tote* 
50 Xfe«5SNMPJC^J;t5l CMP*3-ja?ff*:a»1- 
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[0 0 3 7] S»ttlC»fif1-5SNMPB* 

[0 0 3 8] SJMttfcIM»bfciB*a»&MI 

U : JR*MI B"r-f"<-* 1 7 OlilMAS-fr*. 
[0 0 3 9]$t *l!Ht*lBl5 0i:»im 
$&B<7)I P7 Ki^^iSctT/^r-^^ir^-^^y ho 

[0 0 4 0] Sfcfc h?y^»a*tBl 6 0fc»LT 

[0 0 4 1 ] * fc, fIi5i(D i p y - K0i6ioxttM 
»«f^J: 5*iR*M I BOtt*ttA1-*tt«|::Kfl:*sa 
£Lfc<t#tt, «^*-5^5 0fc»LT*<BB«:a 

[0 0 4 2] M I B -II<D$.teli, T— • ^7 

• • 12 13. ^ h • ^V7t^-'>3 

or? • x>f- • >- • tr- • 7V ■ e- • r-f • • 

(RFC 1213, * Management Information Base for Netw 
ork^Management of TCP/IP Based internets: MIB-I 

i" )■ -cass^r^s. 

[ov0 4 3] o) timf-t^-x'gmmmi 2 0 

mmi 1 0*^iR*MI B<0«Sr«j«-r6*««4rA* 
Lfc»<&«^ i&MM I Bt-^-^ 1 7 OMfciftU 
^*Vh«|6l 4 0*»biR«MI B 
tt<0»»S**rA*Lfci#tt;, JR*MI BOtt4:«j« 

[0 0 4 4] (4) g^-i^^MMBl 3 0 

Sx-^y hMtei 3 oil, t/^-^io^ 

Wffil 00&iICTA2iU 
OOfcttWrf*. 

[0 0 4 5] ^tS^r-OH 8 0^ib»ix = = 

K) 3r#BB"t"5. 

[0 0 4 6] (5) *^*-^-r*-^*^h««i 
4 0 

5** 5 Oa»fc<01r:/^*-i^i£«M I Biw 
Str-5SNMPS*«riififH«i»fBl 0 0^5>A*U 



(5) 4*M¥ 7-334445 

8 

[0 0 4 7] -ttet>t>, #aSWIC*5^Ttt*^*-^ 
1 0 ^JR$i6 J: u^i^ L f:Slttl8^R^-7^- y t 
5 oizimirzitMz^ £$i&3fiM 1 b £ y r/u^-f a 

[0 0 4 8] fen^MM I Btt. 1f:/^*-5*+ 1 0# 
fltSiO I P J - K»fc# LTSfflttlOfc* LfcfS 

W«4rMI BflsLfct><7>-e*>a o 
10 [0 0 4 9] yT/^-f AiR*MI Btt, *^*-5^ 
■f 1 0 j&stt^*-^ 5 0 ^e><O^Ba»*lCttt> y T 

%m (*mtemm<Dwm, mx) u 5 

OfcttLTfcSI-SfcfcfcMI B»*^ft«Stfct^-e 

[0050] y-r*-y*^ httte 1 4 0 

11, «ffliR*MI B^*H-6#B8S*W«^tt, HXjJlT 
-4"<-*W3I«te 1 2 0 KM I Btefc$£#&fTU\ 
•tOfe*«:iR*M I Bt 5 -*^-* 1 7 0^6*»-r 
20 -So 

[0 0 5 1] y T/^^i I B l£#H~<5#B§lc3ft 
&ft<bttSt6 1 5 0 fc#LTM I Bt&fc&Si* 
«rffv\ 1 5 0^e,ft»1-6, 

[0 0 5 2] ftflfU^«f««r9ffMWiffil 0 

OKHWrTS. 

[00 5 3] IH^T'f/HSOd^ll =»*n~ 
tV* (SNMP^WtS^t'^^7!7~ 
K) 4r#BBi-6. 

[0 0 54] (6) jfeKrifcttfigl 50 
30 i^*^ h«IBl 4 O^iby T/u*-f 

AiR*MI.BffiOB[»B**:A*Lfci:#tt. ^SKH 
<D*-i?=> hSrHSSLfc I Py- K^KfcfLTSNM 

.ttatrf?v\ tfcM I Bffi^rf-y^^-^^^ 

[0 0 5 5] ^ig^^T^H 8 0*»6tt, SNMP 

[0 0 5 6] (7) h7y^ffa»IBl 60 

*n1-^o ^^c. -^IfflrtJwiiftiSixfc«»oSNMP 

[0 0 5 7] «i*»367 r-f/H 8 0Htt, 

[0058] *»w^±aia-c*>5*^*-^ 
50 ^tesiMi B^gsssiii, ^y^-^-t^ffatsH© 
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[0 0 5 9] (1) j^Z^n2±jfcg|M I B^l» 

m 

^6, - 

[0 0 6 0] 4*5, MI B^I5^-T5^V^^^^> 45 
fi&te, 7—A> • • 1155, ^h7^ff 

• tr- • r -f • • * % k ■ -r (rf 

C 115 5/ Structure and Identification of Mana 

geraent Information for TCP/IP-based internet 

s" ) s *5«fctfT— /I' - • v— 1.2 1 2, a^lhf 

* . mix • • f — • ^7 4 -is b >X (RFC 12 1 
2, * Cons ice MIB Definitions' ) WSS^ilTl^ 

[0 0 6 1] C^T% TOttfta^y^KgOtt, M 

[0062] -j-y-^*— s;* i o i p y 

- K**»&fl*£G>MI B-II<7?ffi*:8tfSrafc«><0SN 

[0 0 6 3] cor^t^-^tteSMiBU, s 

[0 0 6 4] £»9lKj|M I BIS. S>+ 1 0^ 

l»**MlB<klfct>(OT*i 9 Cfl^-^lPHttt* S 

[0 0 6 5] hWBU^tt, 
»1B1©IP;-K»ttl:avhyttu 

y kmu ^3ij6ffl^«fieis« ( i p-r-K^-^— ^ h 

m . fcitfl PttJSi: ping (I CMPxa-B* 
[0 0 6 6] «^*-S**5 0*»6#M»ft«rS«L 

[0 0 6 7] *f-//US(Ofl3j-/yx^ hOUM? 
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WS**ao&i*)g£ i p y - k»x-*w Lfctim&nm 

[0 0 6 8] f^-^tl OKI*. ^5 
[0 0 6 9] !I7/^^^MI Bfi, -fr^V 

10 v?t5 0fcjg«r**31»#*:MI BftLfctO-efc 
[0 0 7 0] t^-^tlOlt SNMP£#fc, 

xfo^e v^s oa^y T/v^-rixitR 

*MI B(D#fi8S**S* Ir:/-**-^ 
i#lc»urSNMP»*«r»tTU *0|**trft|SL 

20 1 0i4isi*osNMP**tit^j«aBri6i- 

[00 7 1 ] *^*-i^irlS»MI BT-*>5fi»3iR* 
M I B O^ttffll&B 4 ~E 6 fc* ■ y T/i'* ^KX^M I 
BO**W«rH7-B9^ ^^*-v?-r£3gh7y 

[0 0 7 2]^4-0 6.^»iM I B<D%§kW\Z& 
I^TtiU (1 ) ff3l»*^ I P/- KR, 02) 

^irfc^JRffi* 5 * y T-iXfriiJ — (3) * 

30 P/I P-T >^7^-^75>#S-f 6/- K»,< (4) £ 
TOTCP/I P>f ^^7^-^^^^ Tl N^y- K 

ft. (5) *^*-i^ir<0*31t5Hrt^»>-5/u-^O 
fts (6) ^ir^ff31ISHrt^*)-5SNMP 
*rJt»Lfe-/r-Kfc (7) i^^^-^^(0lf3ltBS 
01 py- K^H-*-6if*<0-JS, (8) WagSHoi 
PttSttotMRfe^A/fcsi^hy, ©*««^S*tT 

[00 7 3] E7rB9©y T^>fAlR*M I 

»«fc*5^TI4, (1) f-^*-^-to»aisHrto 

40 -?CP^i/ 3 ><0-5i, (2) TCPa^-> 3 y 
WU^^IPTK^ (3) smgSuraTcpServerl 
pAddressX^^$^LTl/^6y — Kd s ttffl U*Cl^3K— h 
S^, (4) TCP^*y 3 y«lTt^IP7 
K l'* (smgSumTcpServerlpAddressX^^ ^iXTl^^ t> 
(OOffi^TKU^) , (5) sngSumTcpClientlpAd 
dress "C3t»SJxTV^5 I P J - KtfttJB UTV^ 
jK-h#-^> (6) WaSBfflO I py— KXTO^ttT 
^TCP^^^ 3 ytf^xy^ x 

50 [0 0 7 4] Ell 0©*7 r ^*-i;+J|t«h7y7 p oe 
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JSflUfcfc^Ttt, (1) isX^Jt&i&toZtiltZb&m 
toi-Zbyy?. (2) i/xy-^tf&toZtitcZ 
»t5h5^ (3) +mh ! ?y7<o&&9M*Zti 

[00 7 5] gllll 1 0 dSfi»!tt*5 

^ K'(£Jl*, MI B-ll*"7*Jx.9 
MivBOfl*^** h*l:JE»t6BoM$i 9 
ot*9, MI B-IKaOTW-?^** h*r«M5fcSt 
8Lfei-^y h 2 0A^6JEJB«l*Jj:l^y T frf 4 J* io 
KM I B-II*:/^** hfcifcifeLfcfcfetf:. 
*1 9 Oll«o-Ctt«MI BtttfS*:/^** h*l-« 

[0 0 7 6] 0121:, SElftSttfcS»|lft*MI B<D<g 
m*7i/*2 hT-fc* smglpNodeContext 0^200 
&^1~ 0 0?j^J;5K> smglpNodeContext 12. I P7 

Kl/^2 10, *7h^2 2 0, *r-**2 3 0. p 

i n g<&JS«Wi8 2 4 Ov SNMPt#- hit^2 5 
0. /u-^*S2 6 0CJ:o-C«J*$tiT^5o 

[0 0 7 7] r^)J:5l:M^fcflt^x^h^ 20 
5 0 fc J: 0 JBRftKJRft LT^tf Lfc^ 

tt#&ifrx&^t-*w£* 5 x#sfc«>, iooi-i? 
[o»o 7 8] 1211 3 it. y T>vp<i j±mm I B<D<f3l 

*7<i/x# smgSuraTcpConteat W^3 0 0^ 

^1" 0 gl^OctpIC, sragSumTcpContext (2. I PT K 
(*:<Dl) 3 10. h#^- (*<£2) 3 2 0, 

(^2) 3 3 0. IPXK^* i^<02) 30 

3 4 0, aK— (*<£>2) 3 5 0. 

(752) 3 6 0. 3 7 0l:J:oX^^ixr^ 

[0 0 7 9] roip^WrtSixfctfa^^*^ h*: 
lfcfiV*-3J* 5 0 KJ:oX V T)\s$4 .MORifcLX* 
^Lfc4&£\ ioOTCP3^^v/3y|:^lSco 

fc**lffX«^r*£*:a j ^#Sfcfc* lO(DTCP 

[0 0 8 0] ^«MI8CI1 g]4(DMfS^ 40- 

4 0 0tC^1"J:5lw, ia)fiJ(3iR*MI B0>tt«fcH-r 

:oMf4 0 0l:^ot»iMI Bd5«tt 

[0 0 8 1] attSttfcttS*^** h 

5 0 T-^xtf 1 O^BBIH-CiR* Ut^7 r&w Ltz 
91^-T, 

[0 08 2] (2) »:/^*-S?irPg31CH<P*g3 > 
H) 1 0 <AsmgCreateSysteraTrapl2. -fr^Jfr— 50 
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ffifflKI py- K*Si6»S*tfci:*l-*fT-r5*^* 

^#^■12 r 1 J Xfc 9 . y * h (Variable-binding 

tM>'T5/^^ft5 2 0a^t5 o 

[ 0 0 8 3 ] 0 1 0 OsragDeleteSysteraTrapfi. U":/-^ 
*-i^*3«H*>fc I Py-K^BiJ»*tifei:ff^SI 

So tt«h 9 r 2 J £gcy*h(Var 

iable-bindingsX^li^SSIST-^S 0 OOK^t 

[0 0 8 4] 015(2. l^^^-^-y^ffffitSH^J: 

0^^^-rE]T-fc!9. Mffi^^^f^^4 0 
0, Kffl3^^f^^4l0> Yyy 7ft9t 4 2 
0. -*3«SHft4 3 0. f!7 K^*«H4 4 0. h7 

s/^jffipflB54 5 o ^ti^ti^m-thmm^^ox 

[00 8 5] rO?*>> Ml="^=f>f*4 0 0 
12. SNMPO»»**«rSttUfct*U:BIiE*rff5^: 
«>o*f*-C*>!?. -9-7-**-i?-Y l 0 

[00 8 6]M3; a -r>f^410lt SNMP 

[00 8 7] h7 y^J5ft4 2 012. 1 

TKU^-Cfot). ^7^^4 2 0 3, 4 2 0 btP 
5 J: 5 

[0 0 8 8] VSfiBtt4 3 0I2. f-^*-^ 1 0 

[0 0 8 9] flT K^^JSH4 4 012. ^SSqHO^ 
t<h^6I Py-K^I P7KU^, 

9, H^4 4 0 a, 4 4 0 b X 5 [C«««lt36«riBfc 
/ioT^i, ^UT. *W^tI PTKU-^*I6H 
»^T-#S a fair K^8ffl4 4 0 a-CI2 2 

0 0.1 0.2 0.1 2 0 0.1 0.2 0.7 0 

<D I PT Ku^^jt^LTV>Sr ££r^LTt><5 0 

[00 9 0] :(0fS7K^tQl4 4 0O=>U^f 
^^(2. ^^^-v^-T 1 0#ff31©IS<^-v^y h 
ic^LT. SNMPB*S:»ff1-Si:S^«ffli-5 0 

[00 9 1] h<Sr 

sjB«*"r*B»o#-y ^^MwoffljH* (77*^ h 

ft) tt«*.tf5^»3EaFixTl^, ^><^T!> 
[00 9 2] HI 1 6 12. f S©ilE«^IE 1 1 0 (Dftl® 
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» &<D&*im i s <D<gm&®& 430 -eats Lfcts t 

[0 0 9 3] IWttl&j|i3 5a=f^5 1 0a*$ 

[0 0 9 4] -mBa^sf^tS 1 OalCllfc^/B 
3^^7^*4 0 0^ f&5£ffl=i.S >r£ 5 1 0 10 

bfcttRJEffla 5 zLn-r-f* 4 1 0£, «<3It&HS5 1 
0clc»ff9ttHtt4 3 0«r, h 9 5>:7%5fc»5 1 Odi: 
h7^^5fe^-^T Kl/^5 1 OelCIl 

hm2 4-CRWt 6 0 

[0 0 9 5] Ell 711. ff3lffiHK««tei 1 0<&pW 

JBK3e*fTV^ (^r^6 0 0) , <*TK**SfBrs 
£-Cvw-:/~r$ (*x*:/6 1 0) o rolHK ffSfiH 20 
^gim (7f^6 2 0) . &tt«« (^7^6 3 
0) , «J:tnr9«B«)3e«f («y^8 4 0) . *JH*' 
l-ff 5 • 

[0 0 9 6] Ull 811, f31S5Kofcj#3E3;£ 
6 0 0) 0«3S&^Lfcfctf>-e*>*. «M5Lfc««R« 
8 0<£#fS£f : 3i$&H7 1 5 0 0<D!3:£ 

(^7^/6 5 0, 6 5 1 ) £fT?„ 

[0 0 9 7] »3HfiH-r-y^5 0 Oco^y h!i(DI P 
7K^5 2 0bl:(l, fl7 KU*$5B4 4 OfcJBS" 
^ilfclPTK^OH, I P7 Ki^/clt 30 

^■r 1 OdSg&SBLT^S I PT Ku^^MtSfci?) 

fc, e^-^*Vh«l6l 3 0HMI B-II07.KU 

^S*^-^"C*>5 atNetAddress (*T*:/ 

6 5 2) t$ (^77^6 5 2) 0 
[0 0 9 8] W&lstz atNetAddress <D\$.n. I PT K 

u*£4&3®T K^*©»«B«*r*LT^6. BSCS 
5 0 OfcggG):^ h ]i 5 2 0^SftU a 

tNetAddress <D I P7 K^^^#ffit-5F B ^-yf-5 
(^ry^ 5 3), .40 
[0 0 9 9] atNetAddress CO I PT Kl^*J&*EI 1 5 <P 

6 5 4), ^^^^> I PT Kl^fcoi^TO^p i n g 

S:SMt1-5 (^7^5/^6 5 5) o 
[0 10 0] *LT, p i ng<0«S(Ot«tSSl 
(*7^y:/6 5 6) % J©»#*>6 I PT Ku*&*31$& 

ffi-r-^/U5 0 OOS^Oac^ h y 5 2 0 CO I PT K L'* 

5 2 ObWRSI"*. 5 o^m 

hT y^Sr«fTi-5 U75//6 5 8) e 50 
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[0101] ftlC, 7 ^;H80 Ofl7 K 

u*6E@i4 4 oa»e>SKi PT Ku^lwBB-r5=>$ a - 

ti^timSL, a^^7^5 2 0c x-v^yr$ 

RS5 2 0d, fcitf*^ .WT* hB#R95 2 0eSr**l*r 
Wft£1-5 ^7^/6 5 9) ... 
[0102] &IC/etc/hosts (0 6 GO I py 

*5 2 0bO** h£ 5 2 0f«r»S+-6 (^72/^6 6 
0) „ ^<0^ *^-^* 5 2 Ogl^^ Normal* 
1~£ (^^^^6 61) , 

[0 10 3] 01911 tfJif&H4>£« (^^5/^6 2 
0) <7>^£^Lfct00T-fc£ o 

[0 10 4] ttlBUfcffattHx-^S 0 0ML 

(^7^6 7 0), I PT K^*5 2 0bj&SR££;ft, 
T^-Sacv hy 5 2 0tt»t/^- 7^1-5. 

[0 10 5] :«:p i n g&3I£fT5 (*7^:/6 
7 2) 0 ^xyhy 5 2 0CI P7KU*5 2 0b/&s 
ni££tlXte*) s ^o*x-**5 2 OgJ&S" Critica 
1' {W-C*5^L (^^6 7.3) , *ft£95 
fc1"I Py- Kl:»LTMI B-.II (sysObjectlD. ifNu 
mber. ifType, ifOperStatus, ipForwarding) <DU (0 1 

1#HB) «r*»r«fc«>SNMPS!*«:»frr-6 (*^ 
^^6 7 4) 0 

[0 10 6] *^-SNMPS*^JS*^#i!SS:JpJS"r 
5 Uriy/6 7 5) o ^fl^V 

5 2 0(OSNMP«- hff#E5 2 0 jCl" snmp" 
£g££L (^7i//6 7 6) s fr-.fW&ifrb 
2/^6 7 7) 9 

[0107] fc*asfca>ofc»£fi % sk^v h y 5 2 

0©SNMP*#- h«f«5 2 0jfc* nonsnmp" 
L Ufs/^6 7 8) . ^-^f-*- h*«5 2 Ok 
lw* host" 4r»^-rS U7^6 7 9) . 
[0 10 8] H2 Oil, (^x^^6 7 7) 

- h1t$R5 2 Okie" host' 7 (^X,^^6 9 

0) o MI B~IIO ipForwarding Of (01 1 #$) 
«:*JSL (^7^^6 9 1) /* 1* (gateway) X'htl 
tfXTyye 9 2^ • \ n ^(host)T-*>tll^r^ 
^6 9 8-iIfr 0 

[0 10 9] <0*7~-X&&7fkL1tM I B-IIO i 
fNumber Offl^2pJ^U (^7^6 9 2) , ' 2' £Jl± 
(Dtfsn^yJS 9 3IIii^ x ■ * l*Oi:#|l^r~ 
^^5 2 OglC^ Normal" SrK^-fS (77^/6 9 
7>o 

[0 110] ^y^7 ai-^ ^ ^^tt: U/cM I B-II 
<D ifType Offi^^ 2 4* (softwareLoopback)^<7M 

fcMIB-IICO ifOperStatus (Dl^it* 1* (up) "C 
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14, hft$S5 2 OkUl* router" L 

(777/6 9 4) , 5 2 Ogll" Normal" 

£H3:£-f5 (^7^6 9 5), 
[Olll] *fl=*?»fc**^*frf4* ^7-^52 

0 gill" Marginal" tcWCfct* (^7 7^6 9 6) 0 
[01 1 2] MI B-II<7) ipForwarding Offi^" l" 
^(host)TfciX^ (^7^6 9 1) , ^f^7x- 
7&&^L/eMI B-IIO ifNumber <0<££r*lj£L (7 
7 7^6 9 8) , " 2" .£Jl±Z>££l4777/6 9 9C: 
it^V* 1" Oi: #14*7-* 7 5 2 Ogll" Normal" 

£ts:£-fs lx?y?7 o 2) D 

[0113] 77^/6 9 9tli77^6 9 3 iBE- 

«3e«rfTV\ ^ft^ssfc-ra^fi^^-^^s 2 o g 

fc* Normal" «r»j£L (^7^7 0 0), *#Sr»fc 
Sfc^ifr&fi*^-*;^ 2 OgK" Marginal" SrKS 
"TS (77^7 Oil, 
[0 1 14]f 2 111 p ingM (777/6 7 

2) (Otilll^^Ufct)OT**)6o 

[0 115] *1\ SttiVhy 5 2 0(DpingW)f 
gB$fH5 2 0h&* y 71 (77J//7 1 0) , 
ftfcl PT K^*~P i n g£38fTt (77^7 1 
1) , *W&S<0#&«r5ttt"t-S U77/7 1 2) . 
p i ng^S^feo^ W^7 12) , 
xyfy5 2 OOp i n gttjtfmiHS 2 OhOR^ 

(777/7 13) , p i n e<Dfc<gtftj:<tj!itzSLi 
<Dmt%5 2 0i<D#})T (777/7 14) , SNMP 
HS«5 2 0 jOWS (777/7 1 5) 

[0 116] SNMP1?-#- h<f*&5 2 0 jt\ " nonsn 
rap" <Di:#l477-*7 5 2 Ogle" Normal" £t££ L 

(777/7 16)," snmp" <7) £ # I477-* 7 5 2 
OglC^ Marginal" *Wfc1rZ> (77 7/7 1 7) c 

[0 117] pingOUS^ofc^ (77 7/ 
712) , ^xyhy 5 2 0^)77^75 2 0g 
K" Critical" (777/7 1 8), ping 

OJC«j6S/jc<4ofc**Ol*Bil5 2 OiSrltSBi-S (* 
77/7 1 9) o 

[0 118] **<0«fBB5 2 0idS#SEU (777/7 

1 9) , -5£B*B) HB) «r8»LT^SfcS 
11 (777/7 2 0) , attiyh!l5 2 0Hrt*5 

2 0a-5 2 0k£8'Jf& (77 7/7 2 1) L, 
-^5 0fc»L*31ttB^e> I Py-K4rBiJI»ffcr. 

(777/7 2 2) o 

[0 119] §*^^5 2 0iriS#£Lftl>£#!4 
(777/7 1 9) , §ltfEB#ra*K£ (777/7 2 

3) -r*„ 

[0 120] B2 2I1 ^tfM3l (777/6 3 0 ) (O 
[0121] *1\ BS©Ht-/A' 5 0 0 05*iJ»a(O 
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5% I P7K^K*^/ht5«»5 1 Of- 5 1 
Ok*;? VTL, xyhy 5 2 0<D»£tt/i'-/1-<5 
(777/7 3 2) 0 ^LT, Stt^V h V 5 2 0 |C I 
PT Ki^^* J RS*itTV^»&»t, «T0>*#-C# 
!>y h77/ (+1) 

[0 12 2] -^^b*,, sragTotalManagedNodeNumber (4 
SS*tt=lw (777/7 3 4) , sragTotalCriticalNodeNu 
mber Ii77"^^5 2 0g^" Critical" £ # (77 
7/7 3 6) felt, smgTotalMarginalNodeNumber 147 
10 7-** 5 2 0g#" Marginal" (77 7/7 3 

7) /cit, sragTotalNormalNodeNumberl47 7--*7 5 2 
0g#* Normal* <»b* (777/7 3 8) felt, sragTo 
talRouterNodeNumber ISA'— ^IfsK— httfS 5 2 Ok 

router" (777/7 4 0) felt, sragTota 

ISnrapSupportNodeNumber fiSNMPf"jK— bif$B5 2 
0j#" snmp" (777/7 4 2) felt, ^iv? 

[0123] »tmrfc*tt*oie*^ja*s»tufct* 

14 (77 7/7 4 3) , 11X^7 -^^-^fs^igi 2 
20 0fcH#m#&tttti-a (^77/7 4 4) o 

[0124] 02314, tfatsHox* (777/64 
[0125] si\ «ng©3E«n*na^'t>-si*na. «*. 

«3l*l»ftiaufcri:*:»»Ur»ff-r5 (777/7 
5 0) . 

[0126] gl|5i7-/^ 5 0 0 £g0>:c V h y 5 
2 0^1, 77- * 7 5 2 Ogtf* Critical" £JW 
■C, d»OSNMPf#-hM5 2 0j^ snmp" Tfc 
-6 I P7 Ki/^l:o^TO^-/t5 (777/75 
30 1) . 

[0 12 7] hy <D I PT K^7 5 2 0 

blC^'LTltllEM I B-II<£> atNetAddress £&*fH-£ 
fci!)l:SNMP$*^frt5 (777/7 5 2) 0 

[0 12 8] SNMPSS#OJ8«#fcofc»£l4 (77 
7/7 5 2) , £<D^V h V 5 2 0 SPJk 

I PT K^^<OSSfc*rt^-/L (77 7/7 5 

4) , nmtumift? (^77/7 5 5) Q 

[0 12 9] SNMPM^^fE^^^^ofc^li (7 
77/7 5 2) , 77-** 5 2 0g£5#rf£*:*!>" C 
40 ritical" *R£-T* (777/7 5 6) . 

[0 13 0] 132 414, jEfr^31 (777/7 5 5) (D 

[0 13 1] *1\ f31|5H7-//V5 0 0<D I PT K 
1/7 5 2 0bl£#&L4^I PT K^x-C*>9, *^o^ 
ftRje^rW^l 8 0Ofi7 Ki/7fSH4 4 Ole^S 
iia^SMttL (77 7/7 6 0) , ft#«r*fc-f 

[0 13 2] 1-*t>hs &<D*> h y 5 2 Ole^fg I P 
7K^S:RSL (777/7 6 1) , IfrS^-v^ 
50 5 0li*tb»3l«B^i py-KSrii*DLfcc££ii*n 



(10) 
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7 6 2) 0 

[0 13 3] &±<D£?fmm*?f0 ZkiZX-DXs f-. 

•fa c 

[0134] (3) »^-^t^glfcSNMP 
il^fs MWmm 1 0 0 11 it 5 O&itflr:/ 

■v^-^-^ i ocomMmmi 5 o^^snmpi* io 

$tz^-i/*^ h 2 O^^SNMP h^^Srgft 

[0 13 5] f-^^-^-y^-'^^V h^tg 1 4 0 
fl a«*J*«tBl OOA»6>AA*^fcSNMPK*S: 

[0 13 6] ^-v^^hlfcfgl 3 0W-e^ 
bWitil 4 0^2o(Dx-v?xy h*tfE£ 

NMPS*f:««lft«tBl 5 0^b©SNMPS#ttt 
. ^Jl^a-rs^J&Sfcefcft-eibS. -T4to*>. SNM 
PH**r^JI^S-r5^tlcJ:i3, ft£-7*-e;*5 
0**6*^*— i^-V 1 0<DV T/U^^ixHR^M I Bfc 

niei 5 o ^a««y«itttB i oo%g*iTia-i;x 

> h»|gl 3 Ol:iSNMPg3ft£3gfTU 

- v^-T 5 0 IC S NM PfE^^ig^C ^ ^ pJ|g(C-T6 0 

ioi37] B25H mimmwim 1 o o n^m*? 30 

S c a«fH#«ffii oo-#l »T***S«-rs*-e/i- 
(^7^7 7 0) . ft 
^-yt 5 o*iJ:'tf+^*-y-t 1 o^*»<k« 

iEl 5 07!»ibtf)SNMP^3fc N gx-i; x yhl30^ 
itf*^*— ^ir^-^^^hWiei 4 O^^OSN 
MPJ&g\ x-^x y h ^f)^) S NM P F 7 

7 1) , 

[0 13 8] *1\ SNMPg#«rgf&Lfc*&(l S 40 

if5*»«:W*-*-S (^73/^7 7 2) o 1r^*-S^ 
&3§M I B(Di# tt*:/-**-5***-5** ^ h «tfi 1 
4 0lca*r*-5 (*ry:/7 7 3) 0 L*»U f"^* 
-^irJfiftMI B-C/^t^^lie^-^a:^ httfi&l 3 
OlCaifcrf £ {*Try7l 7 4) . 

[0 13 9] SNMPfc**g«Lfc»£f^ ft 

^^-^SOlCllC^Srigi- (^7^7 7 5) 0 

[0 14 0] Sfc* SNMP h7 2y7 p *g«Lfc4fr& 50 



II h7^Wil 6 OKiifcrfS UT7/77 
6) o 

[0141] 02611 f-^^-ix^^-i/^V h« 

[0 14 2] ■*^*-^i'3:r-s;*»«iei 
7 80) 0 

[0143] g«-t-6^-^ictt, mmmmm 1 o o 
h^snmps*. mM j f-&'<-x t §mmmi 20 

*J:tf£»fl:«f6l 5 0 frb<DM I B«0*S*fS*#*> 
7 8 1). 

[0 14 4] SNMPS*45fiLfct&li, MIB» 

jti^Wfe-t* (^fy^7 8 2) 0 ^*^--r*f£?) 

-f££l2] 1 5 II^LfcMiO^ OOi 

[0 14 5] 1MB* 7*5^.7 8 2<bmfe$kWr%*miZ-?' 
£#tl ^u-i/aVOWfttrffi (^7^78 
3) . . 

[0 14 6] ^"^U— ->3^5 g et-n,extOtf 

■4) , ^JR*M-I.Bd*y T7U^^^I|R*M I B 

A^OWS&fT^ ^7^^7-8 5) * ■ SJHiRJlM I B CD 
^tttiR*^-^^-^ battel 2 OiiStoU (*r 
S/^7 8 6) . y//^^ AUX^MI B<B£#tt**Wfc 

«teica*j-t-$ (^^7 8 7) 0 

[0 14 7] mL*Tv?l 8 2 
^<h£fl a«WJ«i«lBl 0 0l»7-l£«S:5S-*-.(^ 
7y/7 8 8) o . i ; 

[0 14 8] j£*JC«*g«Lfc»&ll. SNM 

PJ6*«r»iCT {XTy77 8 9) y aflfflWfillgl 0 
0 KJS^.t-* {*TyZf7 9 0), 

[0149] (4) ijg^x - * *<- * tgmmm 1201: 



vm*7i?=fi Ktawffaiu mi 
[0150] j»*^-*^-*tfa«tgi 2011 *a 

(DtfmZAXL. >*yiC»»i-5tttfclR«MIB 
x-^-<-^ 1 7 OJrftW-r-5. 
[0 15 1] Z<D@*<Dtiin\zn s El2 7IC^-rj:5 
smglpNodelndex 8 1 0 £ s smglpNodeContextOrt 
t20 0tfc^)IP7K^2l0, **h£2 2 0. 
^-^^2 3 0, pingOjJ^2 4 0 > SNM 
Pirtf- htt«2 5 0, ^^«*260*s*>6. 
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[0 15 2] + Wr-^^-^flffil 2 

Oil, £XM**MI BTk6fI^x^ h*ffiX-tt 

IfSH&ftttBl lOHlPy - K4:4#£+«5*Hlt 
«"C*>5sngIpNodeIndex 8 10fc, KXOX±tfcM 
*.tf*^-*j*2 3 0£tt«rA;M-5£fcfcJ;!K JKft 
^-*"<-*tf3i«Bl 2 0i:SIBi^»|gi io 

6 0 '■■ 

[0 15 3] 1 0O*31t5H*»6ttSO 

I py-K*s»JI»*<Lfc»*tt, «SS5S^ti«t6l 1 
O^fesmglpNodelndex 8 1 0 Ofi!||feSI*SrA* U ft 
JIt-*^— *ff3«|gl 2 011^7^8 0 OS:" fe 

[0 15 4] «fc v ffSBBBttttBl roa>e>JBBUR 
#11, WE=¥— W«-e*>$sagIpNodeIndex 8 10iS 

*3frfcB*G>IMM:lWW-3. ^jfui, Sfc-fr:/-** 

1 0 ftSffiBB Lfc»&fcfc, EI 2 7 {I^rsmglpN 
odelndex 810tIP7K^21 0 ©*tJ6B8«Sr* 

[0155] tomr-t^-xvmmtei 2011 mss 

■ffl*to««S:iR&M I 1 7 Olrftfa-f 

[o-'i 5 6] ^^-^-^mbb-i 2 on, +7 

[0 15 7] IM^-^-JiMHlBl 2 011, 

i&mmi B&m&i-zm*<Dttm*t>i£Mi&mMi bis 
i4o, mmmmmm 1 o o iti^^--; t 

5 ofcigfrr*,' 

[0 15 8] r~T\ £#§1R£MI B*I(Ojfc&£Tfcll, 
02 51-, lO^x-^s^ h^/t I Py — 

Ktttt*5J:tM P«MB*«UfeI P7 Ku*2 1 0, * 
* h*2 2 0, 2 3 0, pin gttfipglSH 

240, SNMPtfsK- htt«2 5 0, /^-*fl|«26 
0O#f»«Sr, loofl^s;*^ h-efcSsnglpNod 
eContext 2 0 
[0159] El 2 8 II, iRIIt-*^-;** g«B 1 2 

[oiiso] «*r-#^-A*«tBi 2oii, *t 

[0161] §111" 6 (^7^8 2 1) |C|1, 
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M I BS)8t»K#* ffBBBKttMBl .1 0^6O4ftM 

+ 5 Ur^T'S 21) e 
[0162] ttf»S*«rSff Lfc»£, g e t - n e x 
t^U'— >a^o«Jfetff^ Ur^8 2 2) , g 

e t-n e x t U-i, b 

RO-f^y^^ (sraglpNodelndex 8 10) 
U7'>/8 2 3) o 

[0 16 3] *W7fy^8 2 4m ^Ofy***) 
10 W&£EI2 7(D-7v^B 0 0££J?!LT¥lJ&1--5<, wix 

[0 16 4] ^ts/^ x?y?8 
2 5m «?*-*-6SJBlR*M I BflfcfMM-*. 

sraglpNodeContext 2 0 0 $ fbfc fc # |1#1 

[0 16 5] ^<o&, i^^-^^-i^v^ffc 
20 1 4 OiUMI BH«r*»+* (*^*:/8 2 6) 0 

K«1B1 4 O-fc^-JCSfciir (^2x^8 2 7) 0 
[0 16 6] feMB**ft«lfc*fr, *3ttBK«til 
Bl 1 0*>6SffllR*MI B*r*i«i-61IWB*-«*-e 
6 sraglpNodelndex 8 10 fc^#Tl-$sragIpNodeContex 
tOW2 0 0i^U HuSB^-««trj:OB^i- 
S I P;- K*«*Lfc«L ^^yiCffWLTt^smg] 
P NodeContext^)^|^2 0 0^JEfr1~6 (77^8 2 
8) o 

30 [0167] ^y^^- v?-f 1 0 0>*3ttBd>&ftft4) 
^SOOHiiW *>9" Xtt" ftU" fc:JE*r « 

x) 

[0168] *<BSL *!X*M I B7-^"<-^ 170^ 
Hfr1"5 (^^2x^8 2 9) e 
[0 16 9] Hi 4fc3*Lfc, JRftMI Br*>45«»e 

[0 17 0] #BS**£flrL£S£« ttafiBBtttt 
40 IBnoi:#tr, SMtt«MlBt1lldl1-*WIE^- 
ff$BT-£>6smgIpNodeIndex 8 1 0 fc smglpNodeContext 

(^^^8 3 0) 0 Hi 4I^Lfcfi)(!iRjfcMI BT 

»SHl t SS:?Tt>*v>^Ji), m^lCM i Bffi^rilttl-.^o 
10171] (5) SrtUfcBBl 5 0fci8lt&ilgf -if i 

ft^btttti soil, «*fiB3 0ic*i-j:5 4TCP 
a^^gy^ofcttSi, ©SfiSH^ I py— K 
50 ra^TCP3**-> 3 yi 0 0 O*iJ:tftf«»H0)I P 
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J — KiBStSB**) I Py- KWTCP3^^->3 
yioi 0Sr*tt^#fti:-r6. ^SSfiH^f^ I py- 

(DIP/— p;-K^-v?xy 
h 2 0«r|?3SL-O*<5TCP=i**->s VlJlo^T*tt 

[oi72iB3i«* **sKk«tB i s o w$mm<n 

I-^iy bfrbl&MirSM I B-II<0~tcpConnState 
tfM # X hMl Bm<DM#:%7FLtzi><DX-hZ> 0 10 

[0 1 7 3] 0 3 2 (2, 5?ir 1 Q<0])Tfr# 

sragSumTcpContext O^Vy^^^^^M 

[0 1 7 4] B3 311, B3 1 £B3 2 0B©«JilCO 

mgSumTcpContext £>^f y^iPI P7K^7 
1) 3 1 0, (^Ol) 3 2 0, I PT KU 

* (^(02) 3 3 0, xK-h#-^ (*<7)2) 3 4 0£, 
tiimiP7K^ (^^1) SlOj&^SSU.tc 20 
pConnState .1 1 0 0 <D4 y # X<D P — 1) I P 
7K^112 0, p-^;K^)TCP^-M130, 
H-hOIP7K^1140; y*-- b<DTCP# 
- h 1 1 5 0 t LT<£/B1-6 0 . 

[0 17 5] tcpConnState COifel 1 6 0 IS, smg 

SuraTcpContext W^f-^^ (•£ 1 ) ■ 3 3 0 fcRftf 
5 C 

[0 17 6] [U^JCUX, tcpConnState 111 0CD>f 

yry^^y ; t-^iP7K^ii20, y^r- 

h<DTC P#— h 1 1 3 0, d-^^IP7K^1 30 
14 0, p-j;/KDTCP^hll50i:UW 
£ 0 tcpConnState (7?^ 1 17 011 smgSumTcpCo 

ntext {*<D2) 3 6 0 KiS^i-**, 

[0177] smgSuraTcpContextcDf— 3 7 011 

/etc/services 77^f^4#lU (^O 
1) 3 2 0, Xtt3K-h## (^2) 3 5 0fc*HSL 

f*£ UXRSr 5, 

[0178] B3 411, B3 ^^^^^(O 

"Tb OOiy h y 5 2 0tf>lfi#£BB«4r«ro. 40 
[0 17 9] IP7K^ (*<D1) 3 1 OKIl 
hy«)5feSi^e>WW-I P7Ki/^5 2 0b^ c * 
it. #-h#-J§- (^r^l) 3 2 0*3j:t;sK- h## 
(D2) 3 5 0lrii, xK- h*-9-0/h$^tt^&M*^tt 
-S. £<blw, IP7K^ (^2) 3 4 0lCtf, IP 
TKu* (^<D.l) 310O^Oxyh!)^IP7KU' 

^52 obd>bi«#(c3fctf, m&K'gmimfto i pt 

[0180] B3 5*1, gttfcttfiei 5 OO^yM 
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-r-rs (^f^i 2 o o) o 
[oi8i] •v-7-**-i/-r*-v*> mmi 4 o^ 

(^^12 0 1) s *1\ ^l/-'>3>4|lj£l 
(775//1 2 0 2) , get^l/->3yrottli 
g e t&m (^75/^1 2 0 3) 4\ *<O{dl0>«'§'tt g 
e t-n'ext^Itffi Ut7^1 2 0 4) 0 

[0 18 2] m^y-¥\fe*ft^ 2 0 

5) ,.3:7-*U<0t#l4WIEUfc*-tr^*(0ft» 
-(*T y^l 2 0 6) &J:tfJu^ : i~£ smgSuraTcpContex 
t <0rt**:»3fc-CS (*7^:/l 2 0 7) o Ir:/ 

(^x^yi 2 0 8) o 

[0 18 3] ^y-h*)<ob%\*s 
VaLisVm&\ 4 0\z*?-&g$:m' (^f^l2 
09) 0 

[0 1 8 4] B3 6tt,;.g e iNSM &T.y?\ 2 0 
3) om^£^Lfc^O-Cfo9, £~fB3 3I^Ltf:>f 
y7y^^»^ft^ (^77^1 2 5 0), ffJlflS 
Hl^*tt5 I P7 Ku**>tf5*»Sr*|Jg Wy^l 
2 5 2) ^t«)^*31|5H^-^5 0 0^#i« 
251) 0 

[0 18 5] IP7K^ ft©l) ^lt*31(5Blw^ 
■**l6fc#»l IP7K^ (*<B1) KttLTO^g 
e t^n^HtT-T6 Uf^l 2 5 3, 1 2 5 4) e 

[0 1 8 6] mm\^, 1P7K^ (^2) fc'ltfl 
SBHI^Sita^tH 1P7F^ (-to 2) KttL 
T^g e tmffZMfti-Z {* s rVf\ 2 5 5, 1 2 
56) 0 

[0 18 7] L^U PWtf) I PT K^^^«3llSffl[- 
^£*L6£#li, 4f IP7K^ (^1) I^LT 
g e t$gfr£HfTL (^'^l 2 5 7, 1 2 5 8) / 
^y-O/^^OttfcJt I PT Ku* (^2) d*tL 
TgetS!M$tTtS (^7^^1 2 5 9, 1 2 6 
0, 1261), 

[0 18 8] WW I PT KU^**31«Bfc***L4 
P^ll (*7^>:/l 2 6 2), 

[0189] 0 3 7 14, B 3 6 TUfT-f £ g e t SSfrtf) 

[0 19 0] ^g<MI B-IIO<t«r*»1-*fc*e> 

tfaUfiB^-^/USOO^BRU SttlPTKU 
^(D^"T-^^5 2 Ogi^ Marginal" Normal* 
Xfct), ^oSNMPfjK- h1f^5 2 0 snmp* 
X-fcS^SI-S (^^s/^l 2 7 0) c 

[0 19 1] &f*£iSfcir£#tt, B3 3I^Lfc«31 
ir-fV^l hMU^ojCftSrff^ (^r >>^l 2 7 

1) , g e tS3ft*:»|fi"S (^7^/1 2 7 2) „ 
[0 19 2] Wr, g e t^^Otl^Jg^J: 
t/^7-^>*J« (^7^1 2 7 3, 1 2 7 4) £*T 
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75), 

[0193] *7^:/1270, 7s s rvf\ 2 7 3&J; 
^f5/^l 2 7 4©ft#«Bfc*fc^fc#tt, 17- 
«r5S-f O^S/r/l 2 7 8, 1 2 7 7, 1 2 7 6) c 

[0194) H38I4, get-nextlfil (*T y 
7^1^2 0 4) <DWM*7FV,tL\><DX'hZ>o 

[0 19 5] £i\ -f^y^^SJt^ifcfttl 

(X^^l 2 8 0), ffftrSfc^ll^^^^l 2 5 
OWl^f^^mn (^7^12 8 

1) ; 

[0 19 6] ^y7S/^^^S$^TV^>^ll 

(^7^1 2 8 2) . 
[0 19 7] ft^'*3HBBfc#ft+5 I PTK^ 
^J^-r^)fc^lc: N |2|3 6^75//! 2 5 2*R]#<D¥l] 
(^7^1 2 8 4) 0 
[0 19 8] rO*U3e^*5t^T. IPTK^ 

1) Kit*attnis**n*t*f4, iptk^ <* 

tOl) l:»ltWg e t-rn e x t »ff (^7^/1 
2 8 5, 1 2 8 6) ZmfrTZ. 
[0 19 9] Wl:, IP7KI/^ (t©2) «ltfl 

T<7P^g e t-n e x t^^HfTl"6 (*Ty:/l2 
8 7,1 2 8 8)0 

[dS00] M^OI^PT KU^WaifiSBI^SftS 
£#fo> *f IP7KW (Wl) l:^Uget- 
n e":x t Wfs i k%ft L (^r-y^l 2 8 9, 129 
OK ->3>co4a^T K 

I/7|:MLTge t-n e x t WiTZMft-fZ (XT y 
-?\ 2 9 1, 1 2 9 2, 1 2 9 3) 5 

[0 2 0 1 ] W*<0 I P7 Ki^aifWflSBfc^SiT,* 
^-^jS"*" (^75/^1 2 9 4) o 

[0 2 0 2] &^^***Saj<D«SS:a* 

[0 2 0 3] *1\ »***bfe^^^^^O#«©*y 
££fi^ (^77/1 3 0 0) x #SE'U4^i:#«:jfeSi 
O^f Vx^^^^^^^fc^ic^iSHr-^S 0 0 

ofta^vn/^fcuss^ttaiu ^7-^^52o g 

Marginal" Xl* a Normar "CfctK ^OSNMPI^ 
hif&tf 5 " snmp * t*£>5 IP7K^5.2 0b&, 
fU>IP7K^ (Wl) 310it6 (^7^^ 
1301) 0 

[0 2 0 4] ftOl) 3 3 011(1* 

0* I PT K^* ft0 2) 3 4 OlCtt" 0. 0. 
0. 0* sK- h#-^ (^02) 3 5 QlZtt* 0" 

[0 2 0 5] Lrt>U ^7^1 3 0 Ollfc^T'fVx 

* £ Z> ft ft f SSSB 7-^5 0 0 £MS# L , 
ms 4I^Lfc^^r5/^^0«gSdt$t\ IPTKU 
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* (^r^l) 3 1 0£Xfe<D I PT 2 ObVh 
9 s ^7-^^5 2 0g^ Marginal" Xtt" No 
r ma 1 " T'fc 9, ^oSNMPt^- s n 

mp" XhZ> I P7K 5 2 0 b£\ HJrLVM P7 K 
(Wl) 3 1 0£*f6 Ut^1 3 0 5) Q 
[0206] H 4 0 tt. El 3 8 T-StfT"*-5 g e t - n e 
x t$gfrcDM3S£^Lfct><OX£>£o 
[0 2 0 7] *1\ ^<MI B-IIO«Sra»rS 

fcfcfc, tfaMB^-^/i'S 0 OSrfcBBU SKIPT 
10 YlsXOXT — * X 5 2 OgJ&S" Marginal" XII" Norma 

1" -CfctK *>oSNMPth#- hff«5 2 0j#*- snn 

P " -cfcs^fews-rs (7f^l 3 10) 0 

[0 2 0 8]-*ftfclfcti*ll 0 3 3iI^L/ctSI 

h«M**>«*«:fT^ (^75/^1 3 1 
1) , get-nex t^^t^) (^7y^l 3 
12), 

[0 2 0 9] ftfc, WM**©MM-7S?** hHttW- 
«r*J*U (^7^13 13) , tcpConnState "Cfc* 

^iiip;-KF^TCP3^^^ 3 *-e*>5jM»e 

20 t*5 (^77^1 3 14), 

[02 10] IPy-Kr^TCP3^'> 3 yffc6 

t*tta#e**5SL (^7^1 315). i py- 

KFe^TCP=**^> 3 ^-eftl^fcftttg e t -n e x 
t^tT^^SHtt*re (^75/^1 316) „ 
[0211] ^77^131 3l^4b^>X tcpConnState 

*r 7^^^Wi^?rft^ (^ry^l 3 17, 13 
1 8) >.#S1-6<h^(ig e t-n e x tM^l 
(*7^:/l 3 19). #ftL/j^<t£f2^7-£j£i- 
30 y^l 3 2 0) , 

[0 2 12] 77^13 1 0<O*f*fc»fc£fcl,^# 
tt. *7^:/l 3 1 IfrhX 1 ? 3 2 0 ^RlfltoaQf 

miff bo 

[0213] ( 6 ) h Z y ^ffgatB 1 6 0 fcfcttS S • 
NMP h7y^M»^fe 

HI 1 0 ^OsmglnternjediaryTrapli. S NM P h7^ 

v^i o^^aii-s^^^-^iitsh^y^sis 

40 [0214] *t B15 T-ttM Lfc««RS:7 7 -f'/W 

1 8 0^#ffl3^zx^x^^4 0 0li, f-^^-v? 
ir 1 0^i^^^-v?-yi£3Sh7 5/^%fTi--5i:#lc 
fcttffll-*. h 7*7%5fc4 2 Oli, f-:/^*-^-* 1 
0 ^t^-i?tte3S h 7 ^^ifftififo 1 p 

T Ku^Xfet). h5y^*BBIH4 

2 O^feSfiUSNMP h7 5/^Sx5^tfc 
!K r<OBBICSNMP h 7 lo 

50 *5 0\Z<p&-fZ o 



(14) 
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[o 2 i 5] 08 4 t^*-^ri otvemt&m 

(D^-i/*L> h 2 O^ibSfilfcSNMP h 7 

[0 2 16) ^irtt»h9y^"C*>5smgInt 
erraediaryTrap<Dff^l 4 0 0 11, h9y^y/-l 4 
1 0 t Variable-bindings 1 4 2 0tl:J: DUMM"*. 

[0217] Yy y'f^y^l 4 1 0 ^enterprise .1 
4-1— l-s~ agent-ad dr 1 4-1-2-, generic-trap 14 1 
3, specific-trap 14 14, time-stamp 1415^ 10 
<bflt/£U ZtlZtl. -fr^*-: ^ 1 0 OsysObjectl 
D, S^ir lOOIPTK^ r 6 J , 

r 3 J , f-:/^* — 1 0<DsysUpTime£SEjiii-f 5 C 

[0 2 18] Variable-bindings 14 2 O^f*, §ff L 
fcSNMP hy-jx^rtSSrHRS^Ea-rs. 

[0 2 1 9] 0 4 2(1, SNMPh7^/^f)t^^ 

So 

[0 2 2 0] smglntermediaryTrapOfl^ 1 4 0 0 War 
i able-bindings 1 4 2 0 smglpNodelndex 1 20 

4 3 0, sragEnterprise 14 3 1, smgAgentAddr 1 4 

3 2, smgGenericTrap 1 4 3 3; smgSpecif icTrap 1 

4 3 4, VarBindList 1 4 3 5*»fe«J*i-5« 

[0 2 2 1 ] smglpNodelndex 1 4 3 0 (CIS, S NMP 
Yyy~7*WnV,tz. I P7 K U-J*"C*>6agent.-addr! 1 

4 6 2fcK*i§1-Sf s 3lt5H^://P5 0 0^^7 7^ 

[0 2 2 2] sragEnterprise 143 1 , smgAgentAddr 
1 4 3 2, smgGenericTrap 1 4 3 3, smgSpecif icTrap 

1 4 34KWU **L«X, f^&fflO^-i^^}^ 30 
Ori^glfLfcSNMP h^^^Oenterprise 146 
1, agent-addr 1 4 6 2, generic-trap 1 4 6 3, sp 
ecif ic-trap 1 4 6 4 tcffifct <6 C 

[0 2 2 3] VarBindList 1 4 3 5 im, : gfg Lfc S N 
MP h 7 ^^Variable-bindings 1 4 7 0 SrlES*"*" 
5, .. .< 

[0 2 2 4] 1214 3(1,. S NMP h 7 ^OilWttftt*) 

[0 2 2 5] *1\ «aE»367T-f/H 8 0£#8*L 
^7-7-/1 5 0 0) , »TS**g«i-54-C/V-^ 40 
(^7jx/l 5 0 1) -T5p 

[0 2 2 6] /<y7rO»«S:tT^ (^75/^1 

5 0 2) , h 5 s/7 f «t"«HBIB4 5 0 (Hl5#Rg) ©ffl 
^It/l'-^t (^7^1 5 0 3) , SNMPh7$// 
*£®TZ> 5 04), 

[0 2 2 7] SfiLfcSNMP Y9 

fcfcl::, f ltiSi7-^5 0 0^6 I P7 KU^ 5 2 
Ob^-f ^7 3/^^5 2 0a^r#^-r^ (^7'>7'150 
5) c 50 



[0 2 2 8] gflLfcSNMP h 9 
irtfatsaoat-i;*^ h 2 0#$gffLfct^-C£>5t& 
£\ /<^77li^^7 :f y^^5 2 0a^§:jIL/c:SNM 
P h7'.y^feilrtt6 (^77^1 5 0 6, 1 5 0 
7) o 

[0 2 2 9] :^y7rOrt$d^t7 f -7^-v;tfi 
5Sh7S/y«r*aStX (^7^yi 5 0 8) ; m&~**- 

r^l-5-0-9) g v<y7-7«r»4ki-6 (*t 

y^l 5 10) 9 

[0 2 3 0] £Lt, ^iqoMaT*fc5^7 r ^^-^i' 
1 0<B#ttfco^TttWLfcj&s. *Jt*«^iixff, ft 
-fr-^*— i?ir 5 o *>kU- 7^ i o £)&3Sm I B 

[0 2 3 1 ] ( 1 ) 30»|iMfcM I B £#f$*rs#£ 
*^-e*-^ir l 0^t7 r ^-^tfIlQl^ I p y 
- Hfcj&L-CSHttRlp i n g (ICMPia-g*/< 

iMIB^ LT«»-*-6 - 1 i£ J: 9 , ft-g^*~^-r 5 
0H©S NM P»»S*lcBPffifc(6:«:t"S C £ 
So 

[0 2 3 2] J0W]R*MI Btt, i^-Y * Mfc 

ioip;-K^i4 Uyfy^^s iiP.r K^, 

IPttt pi.ng«m SNMPI 

i> hBffliJ^/I Py-K). mifcfity^x^ h 
^U?£-t<0fl*tf>4*teS: I P/- KS"C^ft Lfc! E 3I 

1 0O*»|iR*M I B - 

[0 2 3 3] £t>l£, K^*-^5 0tt^- 

^ti owoffa^^y mz, mmmMMi bom^ 
■k»«rt«***a - £#x# ^>o 

[0 2 3 4] (2) y7/^^AllX$MIBW,n 



i^-T 5 0^<bO1^-e*— v?-v 1 0^1)7 
Alfe£gM I B^<0#H81S#|C^\ y T/U^-T 

tt-&^*-^ir 5 0 fciMi" *fcfc> 4>&^M- (C P 
U/<!7-, **y«S) J: tM>*lr hftX 

[0 2 3 5] 4fc % ty-e*-^t»IB10TCP3 

**$/a ^m$R^y7/u^-r^HRmMi b* urffa-r 



(15) 

27 

[0 2 3 6] S^K, +^*-^irl2:«h7y^«r« 
A<**^*-y-f 5 0 

[0.2 3 7] ftib\ B2QIMR{Uli:«Pr^ x- 
[0 2 3 8] 

l^0J(^M] B±tt«LfeJ:5fc, *»M^*3^r 
-i?*r tm&-?*-V*K<DmiB7v Y**h ITSN 

— *>ol AB»3«»OSNMPKS<5Vvc* 
[0 2 3 9] *fc, JR*^*— ^ir**fc#BBK*fc# 

tra^^-^t fca*n-r * i 5 k 

30 

[0 2 4 0] titz. m&^*-*J*W<D*y 

a#tt, wain**?*, *^*-^tcs»i«*Mi 

B*r#Bli-6Cfcli:J: 0, *^*-^-r*SBH©« 
[0 2 4 1 ] £<blc x 9 7**4 MZ*m*7*J=* h 
4>ft^Jt« (CPU^!7- ^^iJ^g) *J*tM>fct* 

tears r£#T#a 0 

[0 2 4 2] *^*.-^irtfaji5HOTCP3 40 

i 0(ofiiQffl^h77«< y*<&Si^ i p; 

- Ktf J:t;*- £ ft if fen 

So 

[Bfl^fffiWftKW] 

[02] f^*-^*, x- 50 
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[H3] 

[04] t^^-^tMM I BffcSaWM I 

[05] t^-v?fftSMI B-e*>5*ffliR*MI 
B^*« (*<0 2) ***1-tt«B-C*>5 0 

[06] t^^-^tttSMI BT*>5SJIMR*MI 
BOCHM (*C3 3) **1-IMiB-C*>6. 

[07] l^-v^-v^feSlM I Bt^-Sy 7**4 J* 
|R*MIB<D£»« (*<D1) fc^tlWIBT*)*. 

[08] t ^*-i;tifiBMi Btwyr/^>f ^ 

WMiBO^Mi (^2) «r»t*WH-C*«, 
[09] v^lfcHM I BTfcSy 7**4 & 

ttlMIBWSHW (^3) «r^tR«B-C*)5. 
[010] V7^*-i?^fc&Yy v^cofemmZTF-t 

[01 1] MI B-II*»6>^-r*-^-tttKMI B- 

[012] f-^-r*— £?*ttSM I B-C*>SsmgIpNodeC 

[013] t^-^t^MI BT*fc£smgSuraTcpC 

[01 4] *H-i-^S«3iR«MI BfO#JS««r^-r0T- 

[0i6] waffiH^-^/uorts^sr^i-RWH-ca!, 

[017] ffaieB<aK«A-& (^y) o^PSPAD 
0-c*>5. 

[018] l c a©HO^I5^^mB§PAD0T-fc6 o 

[019] l c S®aO^^mPSPAD0T*fo-5o 

[02 0] /l^*«:£<DttttPADBt>S>*.- 

[02 1] pingftI©«BPADB-CW. 

[02 2] *ft«.SO«l«PADH-e*>6 8 

[02 3] , fMSBHOjE0r^mBSPAD0T*fc5 o 

[02 4] 3l*f«!f3l<0«U»PADHTfc* D 

[025] aAMimttic«rf««95>rt»ibo«ftp 

[02 6] *^*-^ir^-^*Vh«IBIc*3Jt5fi 

[02 7] ^SSiR^M I Blflr~7*/K^(^^^^ 

[02 8] lR*7 f -^'<-^*3i*16oai«PADB-e 

[02 9] £8|lBUKM I BTfcS*ttffl^tt^*--$; 
Y-C©^57»^«S:^i-KWB-C*)5 0 
[03 0] »«W^it6TCP^^C/ 3 y 

C!*l*^i-IftWBt?*>-5 0 
[03 1] MI B-IIOtcpConnState0M r^s^^t 
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[03 2] y T^-Y.Al&fliM I BOsragSuraTcpContext 

[03 3] MI B-II<OtcpConnState£ ]) T ^ ^ 
MM I BOsragSuniTcpContext<hOS^0^E]T-fc^ o 

[03 4] y X7u*-f i^ifeigM i b^-t yfy^^oiii 

D0T*ab6o 

[0 3 6 ] f -31|5HOifc*Sl^*fe-(-g-e- 1 &JI) tt«Hr 

[03 7] *3UBB«)ft»M(^tt (getJSlT) 0«tBS 
PADHtfei, 

[038] tf3H6B^*«Slft*«fe ( g e t - n e x t *a 
I) Offil§PAD0t$)6o 

[03 9] tfJlfiH4>fttirifc2r& (^yfyni 
til) ^ttttPADH-iPfcS. 

[04 0] ffSJ5H^*»ft*S (get-next^ 



30 



10 



m ©«ttPADH-C*>6. 
[04 1] SNMP h 7 '/^5)t^*-^ttt* h 

[04 2] SNMP h9y^Ht^*-^+ttSh 

[04 3] SNMP h?y^OMK»*OWPADB 

lOrlOa, 10b,' 2 
2 0 a - 1 , 2 0 a 2, 2 0 b - 1 20b- 
2, 2 0c-x-v?xyh, 30a, 3 0c-x-v?i 

0 "-afffKHMMB, 1 l i 2 o 

ttffi* 15 
0-*ttfb«tB, 1 6 0-" h 9 1 7 0- 

»IB7-^^, 18 0-89ER«7 7>f/K 
5 0 0-tl8lf-y/K 



[04] 



[05] 



WMAWOBmiB-EWKPLE DEPM1TI0K it- BBC IB 

ISttrprlna. BetwrkAddroaa, IpMaroao, CoudIw. 6«oi* # TlaeTUU 

FI0U HFC1 J 55— SMI 
DEJICT-TYPE 

PIOU BPC-1112 

DUpla/SlrlnL I flat Nr. AtBatif. IpAddrlntxj. IpBoileBiHry. 
IpftoiToMedltEntTj. Plyrtddros, TcpConnEnUj. Udptatrj. Eipfei ghBnlr y 

HOB BFC12IS-a1lb 
TlAP-TYPB 

fiDM IPC-) Hi; 



bltacbl OBJECT IDEBTIPIBB ;: 
apalcaBiWb OBJECT 18BSTIP1BB 
blunt OBJECT IBBBTIPIBB :i- 
*»*tUlha OBJECT IDE1T1PIB1 : 
bUrarehy OBJECT 1 0EMT1 P IBB : 
iU«)»rd OBJECT JDBBTiriBB IV 
e>U.eIoa OBJBCT IDBJTJPI8B :: 
•cjTotal OBJBCT IDPJT1PIEB :! 
a-jlpflodo OBJECT tPBMTlPIBI i; 



- ( ontarprlaaa 116 ] 
;:- I bltaekl 8 I 

I eyateaJxMlb B | 

- I blUMl 1 ) 

- i cosatUJoa 4 I 
| blararcbr 1 ) 

- \ biaiarciy I I 
■ \ atandard 1 ) 

- \ ataadard 3 ) 



aaiSuTcp OBJBCT IPEWPJEB it- ( aitwilop I } 

— *7v*-^>»BWBJtI B • 0**--? <Tba Sabiuaier CollactJoa troop) 

- ' yjf-^Cibe Sibi«n«iar Total iwap) 

iaiTolalllaufeedBodeB««bar DBJBCT-TYPB 
SYMTAX IXTEGEt (I..IBB)8) 
ACCESS xaad-cnlr 
STATUE Mitdatorr 

DISC8JPTJ6H . . ■ 

" KBt«t. * 

::• { i»|Tmal 1 I 

aliTotalCTlllealBddeBBibor OBJECT-TYPE 

STB TAB (KTBCBB {0..BSSU) 

ACCESS' road-Oalr 
STATES mandatory 
DBSCBIPTIOB 

"Ir^v^-y^tOtta^Crltloalft^-HRtmf. * 
{ iaiT©Ul E ) 



aiiTaUllfarilirtlllodeBa.bw OBJECT-TYPE 
STKTAI UTBQBB (D..BHIB) 
ACCBSS taad-onlr 
STATPJ iwpdaiorjr 
DESCRIPTION • 

TCP/I rWj-^fttttbH'BtiSt. ' 
::- I anjTolal 3 ) 

o» riot ■ 1 So nalKodeN unbar OBJECT-TYPE 
SYY7AX IBTBBEl <D..*Sd!5) 
ACCESS r&*d-oi»lj 
STATUS aiadatorr 
DflSCBIPTlOB 

• * x ©tcp/i p-f»7*-i#BJff b x v»* ;-r jr t » r . - 

::• t ■■■Total 4 I 

aiiTotalBootojBodelirabar OBJECT-TYPE 
SYNTA1 IBTB01B <0. . BBB3B> 
ACCESS raid-cnlj 
STATES mandatory . 
DBSCBIPTIOB 

;:- | nuTotal 6 I 

aDsTotalSfiBpSoppoMlodcBunber OBJECT-TYPE 
SY1TAX IBTEGEI (I. . B5B3E) 
ACCESS read-only 
STATUS aanditory 

:;• I miTotJl B \ 

'— ♦ tj» I P J - F • 9h~1 (too Sobaunasw IpVodo roup) 

aoilpBodoTable OBJBCT-TYPB 
SYNTAX SEQVEBCB OP SiilpBodelitrj 
ACCESS not-ae«eaalbla 
STATUS aaadator* 
DBSCBIPTIOB 

::- { mlpBodo i I 

•xilpModoXntrr OBJBCT-TYPB 

SYBTAX SaslpBodoBatTy 

ACCBSS uol-aecaaalblo 

STATUS wndatbry 

IBDBX { aailplod.lndar ) 
::- { aaitpflodoTablo l ) 
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[06] 



[07] 



J*itpBo<Jtlntry : i 



- SIQUEHCl ( 

apglplodalidai 
■ •■glpIodflConlait OliplU String 



■BglpNodeladei 0BJ1CT-TT7B 
STITTAX IITBOBI (..IIHB) 
ACCESS read-only - 
STATUS ■■tditor/ 
DISCI I PT I OB 

::• | uilpflodtEnlry 1 I 

•aflpRodoCooteil OBJBCT-TYPB 
SYBTAX MipltrSlriM 
ACCESS read-onlf 
STATUS aindatorr 
DKCJIP710B 

•«i«D0 ip j- h-z t. oft* %a a,£i> b u . 

7FV»ttftJSL,fcl». 
(1)*A K*:taWH© J P^-K©*;* 

t«ft|yM*V CCPWHIJ, 

©JEGttWoraal) 
OfttttACCrHlul) • - 

a) p i n GfSimn: i p^*- f^g> p iNcajttmi«»t. t 

I S NM PtMK- P««B:*«Mft) I P J- F#S NM P P 

isit. 

i ©tftf- V (ittp) 
(3)jfc ^ p (dob rap) 

IBLI. ttOaVTsBi 
<pjl>~*TJBft. (router) 
G5A,-*-pttfcV\. (boit) 

IOI.B0D.1M.SI0 bmiOBI Ior»»I » iodiiw roolor 

: ;- { tiiJpBcdeBnlrjr I I 



MiSupTepTibU OBJECT-TYPE 
UNTAX SeouCBCB OF SiiSiiTcplntif 
access not-aecBiilble 

STATUS paadaton . . 

D ""!Tv * - T C P a * » U « > * * t. ■ 

;;- { aatSuaTcp I 1 

•nrfwTcpBntrr OBJBCT-TYPB 
SYNTAX ; Sn|Si»TcpBnln } 
ACCESS- not-ieeeaalbla 

IIDBl 3 "SsMT^pSarfarlpAddfeM. wSuanpSoryarPortJiibbr, 
•miSuaTcpClimtlDAddreii. «*SttiT<pC1UalP©flnuabai J 
;:- I iicSiaTcpTtbli 1 1 

SaiSnlepBntry :;• SEQUEECJ I 

laiSdaTcpServMlpAMjoM 

IpAddreaa. 
■a»5oaTopServerPortIaiber 
. . 1ST BOBS. 

•■iStaTcpCJ lentlpAddTeai 

IpAddren. 
•DiSiaTcpCl UnlPoitlrabar 

liTECBB, ,\ 
MlSaaTcpCootflit 

r DJipisr shim 

aagSmiTcpSBTverlpAddresi 0BI8CT-TYPB 
SYHTAl IpAddreis 
ACCESS read-only 
STATES aaodatory ; 

PBSCIIPTIOS , » - «.=■*• - 

::» | BifSoaTcpIntcy 1 I 

sssSaaTcpSar v* rPortlntber OBJBCT-TYPB 
SYHTAX IBTBC1B <0..IS»ll> . 
ACCESS raad-oalr .,.•:/ 
STATUS aandatorr - ' 

••BBS»BT«pSar>erlpAddreiaTJt«at*T**6 ^ • 

efc*. • 

\ iB£SuaTepE»try:2 I • 



IBS] 



[09] 



0 8 
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niSuaTepClleatlpAddraaB OBJBCTtTYPI 
SYB1AI ipAddroBe 
ACCBSS read-only 
STATUS aeoditory 
pESCBIPTlOI 



-Slr- b? T C P a * * * ■ » *»K ^* I PT 
(aaiSuaTepServoTlpAddroiiTJEHS nx "ft **f . 

( ■■■SuiTepEntry 8 1 



taiSuBTepCMentfortHBBb" OBJBCT-TYPB 
ITjrTAX IBYBQBI 
ACCBSS read-only 
STATUS aandalory 

M •.^^sIlT!pCUeBl1pAddr.MTAIla^X^»* IP;- K#*«OT»* 
::■ | saiSaTcpBatrr i I 

IMS uaT cp ten tail OBJBCT-TTPB 
SYHTAX Dlepiay SlztU 
ACCBSS raad-only 
STATUS BtBdatory 

5BBlnotnlU):(nTr«Ift*nAIP^-Htf 

SNMP%*«-h«*VT^«tV»S>, 

OoloiBfl(J)s^"*9t'9>WPfiR*C*Jt*«* 
TCPfr&fiACXt^TU«. . 
®llit«n(t):l>(0TCPfrfeO3** t-o >OUm 

©irBSanl(»:3*f */a>H** gbfeg. gf 

OayaUetlvedU) i = * ? « >K#«*W» f J 

-ttvtWfftACKtttotl**. 
®MUbllibod(6):D** !/o>tfHK6iV 



©fin liUKOrlB^TCP^fcca*^ J/»>«» 
«*ftrijL-C. *rvK»tOACK 
®fjn lilUn]:«*TCP*»&©3*^ J'S^tBtt 

01«t Aek(l): 3 * fi» 1/ B ;/«J0iK«K J»t f>ffl* 
TCPfr6»ACK«tt 5 T^c. 
; OclotlBiUO) :3^i/s >«W liJtj-T 

TCPfrfeBACKfrfOoTH*. 

®UBB«Blt(l«:fi*^abfeACX#«*IC«V» 

' r ,x oi pyFi/^(d)TA»<itiTi«*^-F©IB*) 

(S)*~h»*(*©2) : (B)T*«nTe»*I 

• ^9>T*WtTV»ftJ«-hBl*4zRi-. 

(•>*T-*x(*©2>:(i)-c*liatiTi»*i p;-KtfBRU^a 

TCP3»f!/9>0^f-#7t:»t. 

(T)*-ex*:r©TCP3*!Pi'a^%:««tfc*-^^4fc»T. 

_ /* le/wvl tea BJ| L X l» ft * 9 4 ttffl t * . 

Si^S^Sfis/'lidi Biubllehod too. 1 so. i it. ids isao osXootq yip' 
( BBiSuTcplntrr S ) 



- 3 3 4 4 4 5 
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m i o 

— -tf^v*- y VBtH h ? lubaaatiir ipoclflc trtpa} 

tafCrtat«S>ataaTriP TIAf-TTPB 

HTJERPilSB aibaanai** 
TAJIABLBS < •■ilpKodalodai I 

•OS******. ' 

I 

mtteleteSjitoaTrap TIAP-TTPl 

BSTIBF1IS8 aut»n»Ber 
VAUABLBS ( mtlpilo4e Intel ) 

•MlpBodoladaiU. fciisnfc f 

:>- 2 

■■■InLarnadUriTrap IBAP-TYPB 

EHTEEf B1SE aobaanifer 

f AIIABLB5 J SagTrspLJal ) 

DBSCBIFTIN 

« n * b 9 7 ^ fe »t? Ufc * - ^* > V »A» a - K(a»UrprlaaK 
** YV~*y KV*<ac«J>t-»<MT>. «»b9y^«#(iM«le-<Tap)» 

K?'»rt*(ipeeiflcTrap)fl>lltt, *ft**. 
■aiBnUrprll*. aaiAiaotAddr. BBiflaaarUTiap. tagSpecIf leTrip. 

^■a** >•? V ^«¥irlaWe-blndln»7 ^ - At Ko»tt. 
*■ P 9 * *«>v»rlabie-M»dMa7 -f F©-» fttfatbT. 
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fcftMI DTlbfcJIftil© 

ft* v * - J> -r T© 9 9 7 *XMI 



M*t7*i>-rtfl9im'b»: WO. JO. 10.1 

a t sngTotalUaiaiMllodaKaabar 0 

5 — : •aiToiaHUrilnalHodefc'oBbar. e 
C _ : aajTotalloularNodefluabar f 


1 aaflotBtCrlllcillodnHtaUr 

— — : ■•gTotalBoraaUotoHnber 
— i aaiTota]3n*p2appoilflodeI<nbflr 
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SBQUBNCt 1 
. iMlpflwJeladM. 
uiBaUrptlan 
ntAaaaUddi. 
ugfleaaf leTrap. 
wgSpecirioTMP, 
vai[ablaBl*4JngB 

I 



BagTrapMat ::- 

rr'. SBODHMtt OP 

.J.V biTrap 
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at««iA04r«vB 
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JTOperSLtia 




7 


IpPortariJai 
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IcpCoonStale 
(UpConaXocalAddrcsa) 
(upCccjOoeaJPort) 
UcpCouBMAQdrMi) 

_ilvC«iBe>Port) 


/etc/t«rvt««B 


■MJnTtptooteit 
aagSuTepSarmlpaddreaa 
ngSaaTtpSarvarPortBaabar 
suSnTepCl laatlpiddreaa 
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it»n 1 


II 



114] 



.1.4 



,400 
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